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Summary 
Organizations opting to certify their information security with the ISO/IEC 27000-series standards will 

soon discover the high costs that come with implementation of controls. For some organizations, the 

cost is too high to implement the standard in one go. This paper is for such organizations. It is 

without a doubt that organizations need to think about securing their information systems. Because 

the ISO/IEC 27000-series are internationally recognized, many organizations prefer an ISO/IEC 27001 

certification over other information security standards. The problem is in selecting the controls that 

are the most effective. This paper helps selecting the best subset of controls to start an 

implementation within a limited budget.  

This paper tries to create a method that groups interrelated controls together for a consistent 

baseline. This is because some controls need other controls to be effective. A solution based on the 

binary knapsack problem will then select groups based on their effectiveness and cost to stay within 

a given budget.  The paper also tries to provide a way of assessing control effectiveness by comparing 

them to the organization’s threats.  

The intended target group of the solution is an organization that is considering the implementation 

of ISO/IEC 27002 controls. The organizations can use the solution to quickly determine how effective 

the baseline will be with a certain budget.  
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1  Introduction  
Today, information systems are more important than ever before. According to the BERR Information 

Security Breaches Survey, 84% of organizations are heavily dependent on their IT-systems [1]. This 

dependency drives organizations today to take information security serious and secure their 

operations. To help organizations improve their information security, the International Organization 

for Standardization (ISO) and the International Electrotechnical Commission (IEC) published a set of 

standards for information security. It supports the organization to set up a management system for 

securing the information systems. The ISO/IEC calls this an Information Security Management System 

(ISMS) and describes it in the ISO/IEC 27000-series.  

If the organization chooses to use the ISO/IEC 27000-series to improve their information security, 

they can face many problems. This thesis will try to provide some help for the problem of selecting 

the most efficient controls for the ISMS within a limited budget. In chapter 2.2 the problem is 

described in depth. To explain the problem more specifically the reader must first have some more 

information about the ISO/IEC standards used.  

Other standards on information security exist. For example, the Information Security Forum's Standard of Good 
Practice for Information Security

1
 or NIST SP 800-53

2
. While these standards offer a similar model and/or 

framework for organizations, they are not part of this thesis. This thesis is limited to only using the ISO-IEC 
27000-series.  

1.1 ISO/IEC 27000-series 
The ISO/IEC 27000-series help organizations of all types and sizes to implement and operate an ISMS. 
It is a popular choice for organizations to manage information security. This is mostly because of the 
international recognition ISO standards receive worldwide. The series consists of the following 
standards3 [2], standards marked in bold are used in this thesis: 

 ISO/IEC 27000:2009, Information security management systems — Overview and vocabulary 

 ISO/IEC 27001:2005, Information security management systems — Requirements 

 ISO/IEC 27002:2005, Code of practice for information security management 

 ISO/IEC 27003:2010, Information security management system implementation guidance 

 ISO/IEC 27004:2009, Information security management — Measurement 

 ISO/IEC 27005:2011, Information security risk management 

 ISO/IEC 27006:2011, Requirements for bodies providing audit and certification of 
information security management systems 

 ISO/IEC 27007:2011, Guidelines for information security management systems auditing 

 ISO/IEC 27008:2011, Guidelines for auditors on information security controls 

 ISO/IEC 27010:2012, Information security management for inter-sector and inter-
organizational communications 

 ISO/IEC 27011:2008, Information security management guidelines for telecommunications 
organizations based on ISO/IEC 27002 

 ISO/IEC 27031:2011, Guidelines for information and communications technology readiness 
for business continuity 

 ISO/IEC 27033-1:2009, Network security -- Part 1: Overview and concepts 

                                                           
1
 http://www.isfsecuritystandard.com/ 

2
 http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf 

3
 In addition, there are more standards in development in this series. 



 
 5 

 ISO/IEC 27033-3:2010, Network security -- Part 3: Reference networking scenarios -- Threats, 
design techniques and control issues 

 ISO/IEC 27034-1:2011, Application security -- Part 1: Overview and concepts 

 ISO/IEC 27035:2011, Information security incident management 

 ISO 27799:2008, Health informatics — Information security management in health using 
ISO/IEC 27002 

1.1.1 Central points in the series 

The ISO/IEC 27000-series states that all organizations possess information (and related systems and 

processes). Organizations should protect the information against loss of availability, confidentiality 

and integrity. Also other properties need to be protected, such as authenticity, accountability, non-

repudiation and reliability. By implementing and using an ISMS the organization can establish, 

maintain and improve their information security.  

The series also introduces the Plan-Do-Check-Act (PDCA) model which is fundamental to this series. 

The PDCA model works as follows: (Plan) The process that an organization lists all its information 

security requirements as well as why it needs information security. (Do) Implement and execute the 

controls to manage information security risks. (Check) The effectiveness and performance of controls 

is checked. (Act) Continuous improvement based on objective measurements.  

An ISMS helps protect information assets based upon risk assessments and the organization’s risk 

acceptance. The design and operation of the ISMS reflects the information security requirements of 

all of the organization’s stakeholders. An ISMS is not only a set of technical solutions but it also 

includes management controls and procedures for the organization. The implementation of an ISMS 

starts with identifying the information assets and their security requirements. Then the information 

security risks are assessed and risk controls implemented. To keep the ISMS effective, the 

organization needs to monitor, maintain and improve controls. After an ISMS implementation the 

risks could change that require different or new controls. 

Several factors influence a successful implementation of an ISMS such as; be in line with the 

organization’s information security requirements; continually monitor and improve to keep satisfying 

the requirements; management commitment; risk management; employee awareness and training; 

incident response; business continuity management; and measurements for performance and 

improvement. ISMS benefits include; lowering information security risks; support corporate risk 

management; educating and training; implementing good information security practices with 

adaptation to the organizations specific circumstances;  possibility of certification against the ISO/IEC 

27001. [2] 

1.1.2 ISO/IEC 27000:2009 

The ISO/IEC 27000:20094 is entitled ‘Information security management systems — Overview and 

vocabulary’. It provides an overview of and an introduction to the ISO/IEC 27000-series. It also 

provides a vocabulary of fundamental terms and definitions used throughout the rest of the ISO/IEC 

27000-series and the relations between the standards. The standard also defines the concept of an 

ISMS and provides a description of the PDCA cycle. It is available as a free download5. [2] 

  

                                                           
4
 All references to ISO/IEC 27000 herein refer specifically to the ISO/IEC 27000:2009 version. 

5
 http://standards.iso.org/ittf/PubliclyAvailableStandards/c041933_ISO_IEC_27000_2009.zip 
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1.1.3 ISO/IEC 27001:2005 

The ISO/IEC 27001:20056 is entitled ‘Information security management systems — Requirements’. 

This standard formalizes the normative requirements for development and operation for an ISMS for 

all types of organizations.  The standard also introduces controls (in Annex A) for controlling and 

mitigating risks. Because of the normative nature of the ISO/IEC 27001 standard, organizations can 

audit and certify their ISMS by an accredited certification authority. There is a direct relationship 

between the controls in ‘Annex A’ and the controls in ISO/IEC 27002. [3] [4] 

1.1.4 ISO/IEC 27002:2005 

The ISO/IEC 27002:20057 is entitled ‘Code of practice for information security management’. The 

ISO/IEC 27002 is a revised and improved version of the ISO/IEC 17799 standard. The ISO/IEC 

27002:20058 standard provides more information on the controls from ISO/IEC 27001 Annex A. The 

standard provides 133 controls and best practices divided into eleven clauses. It guides organizations 

in selecting and implementing information security controls. It is not possible for organizations to 

certify compliance against ISO/IEC 27002. Certification is done based on ISO/IEC 27001. [4] [5]  

1.1.5 ISO/IEC 27005:2008 

The ISO/IEC 27005:20089 is entitled ‘Information security risk management’. The standard helps the 

organization by providing guidelines for process oriented information security risk management. It 

supports the general concepts of the ISO/IEC 27000 standards. It is not a specific methodology on 

risk management. The standard begins with a context establishment, which are the basic criteria 

needed for risk management. The context also comprises the scope (primary processes and 

supporting assets), boundaries and the establishment of an organization that will operate the 

information security management. The next step is the risk assessment. In this step of the analysis, 

risks are identified and estimated. Risk identification starts with the identification of assets together 

with the threats they face. Identification continues by finding existing controls to avoid unnecessary 

work or costs. The next step is to assess the vulnerabilities and threats that exploit them. The 

consequences of a successful exploit must also be identified. Now there is enough information to 

estimate the risks. This can be done by qualitative or by quantitative estimations. In addition, the 

organization needs to assess the risk consequences and likelihood.  

The standard defines risk treatment as the next step. As described in other parts of the ISO/IEC 

27000-series, there are four options for an organization available to deal with a risk. It can reduce the 

risk by implementing controls. It can accept the risk. The organization can also avoid the risk or 

transfer the risk. [6] 

1.1.6 ISMS Certification 

An accredited auditor can certify an ISMS that it is compliant with the ISO/IEC 27001 standard. A 

certification is an ‘in control statement’. An ISMS obtains such a certification when there are enough 

controls in place to satisfy audit criteria in the standard. The auditor follows an audit scheme, which 

is a manual on how to conduct an audit and requirements for the auditor. This is the ISO/IEC 27006 

standard.  

                                                           
6
 All references to ISO/IEC 27001 herein refer specifically to the ISO/IEC 27001:2005 version. 

7
 All references to ISO/IEC 27002 herein refer specifically to the ISO/IEC 27002:2005 version.  

8
 All references to ISO/IEC 27002 herein refer specifically to the ISO/IEC 27002:2005 version.  

9
 All references to ISO/IEC 27005 herein refer specifically to the ISO/IEC 27005:2008 version. 
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After an audit, the organization can receive a certification. A certification is only valid for a limited 

period of time. A certification audit follows steps agreed upon between the organization and the 

auditor. Agreement terms can include timing, object, criteria, scheme, staff, visits and inspections. 

The ISO/IEC 27006 standard defines two stages of audits. Stage I is a documentation audit in which 

the auditor reviews documentation and holds interviews. It will familiarize the auditor with the 

organization, the operational status of the ISMS and check the documentation with the audit criteria. 

Stage II is the implementation audit in which the auditor checks the existence of controls.  

Based on the stage I and II reports, a review manager decides if the organization receives a 

certification (of the audited object). The review manager is not part of the audit team to keep the 

decision impartial. The certificate is valid for three years with an annual (or more a frequent) re-

assessment. A re-assessment is usually smaller than the initial audit. It checks for open and 

addressed non-conformities, that the organization conducts internal audits and review customer 

complaints. After three years, a new audit is necessary. This recertification audit is similar to the 

initial audit. [3] [7]  

1.2 Lay out of the thesis 
Chapter 2 discusses the problem further, research methodology and approach. Chapter 3 discusses 

related methods to provide inspiration for a solution and explains why these methods do not provide 

a suitable solution to the problem. Chapter 4 presents the suggested solution. Chapter 5 uses the 

suggested solution together with publicly available information security reports to provide an 

example. The reports used help determine the most common threats and the effectiveness of the 

ISO/IEC 27002 controls. The results will help organizations determine their set of controls from the 

ISO/IEC 27002.  
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2 Thesis research 
This chapter will state the problem that is central in this thesis. The chapter continues by setting the 

research question that is central to this thesis and provides some background information.  It will 

also explain the research methodology. The chosen methodology for this thesis is constructive 

research as this methodology is best suited to help understand the problem and come to a practical 

solution in this relative new field of study. 

2.1 Terms and definitions 
The following terms and definitions are frequently used in this thesis. They are similar or identical to 

the terms and definitions of the ISO/IEC 27000-series. Other terms and definitions used in this thesis 

are identical to those defined in the ISO/IEC 27000-series. [2] 

An information asset is anything that supports an information-related activity and holds a value to 

the organization. Information, data, software, hardware, processes, people and organizational 

identity are all assets to an organization. 

A threat is a possible danger that can result in harm to the organization and its assets. 

A Control is a safeguard or countermeasure to manage a risk.  

Information security is the preservation of Confidentiality, Integrity and Availability (CIA-Triad) of 

assets from threats. 

Vulnerability is when an asset or control has a weakness that a threat can exploit. 

Information technology risk is the risk potential that a threat exploits a vulnerability of an asset. It is 

measured in a combination of the probability of an event and its consequence. 

2.2 Statement of problem 
Organizations that are planning to improve their information security face many obstacles along the 

way. How do we assess the risk? Which controls must we implement? How do we keep the 

momentum during implementation? How do we stay within budget? Is this the best selection of 

controls that our money can buy? This thesis will focus on one specific problem. How do we select 

the most effective set of controls from the ISO/IEC 27002 standard within a fixed budget? 

The ISO/IEC 27000-series does mention the importance of control costs benefit ratio but does so 

without going into the details on defining this ratio. Most organizations want to know the costs and 

benefit of the controls before deciding to go ahead with the implementation. Furthermore, most 

organizations will have a fixed budget for an ISMS implementation. The challenge is then to select 

the most effective subset of risk treatment (controls) to fit within the budget.  

The ISO/IEC 27000-series provides information on risk assessment and treatment. In ISO/IEC 27005, 

clause 9.1, it states that a risk assessment is the basis for every risk treatment and every risk 

treatment has an expected cost and an expected benefit. Clause 4.2 of the ISO/IEC 27002 is about 

treatment of security risks with controls. An organization has four treatment options; reduce the risk 

with controls; accept the risk; avoid the risk by leaving the object susceptive to that risk; and 

transferring the associated risk. ISO/IEC 27005 (clause 9.1) states on these options that they are not 

mutually exclusive, an organization can benefit from a combination. A risk treatment can also 

address more than just one risk.  
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Risk treatments (controls) have more characteristics then just costs and benefits, like an 

implementation timeframe and controls have to stay within legislation and the objectives of the 

organization. The implementation of an ISMS can be coupled with other organizational restructuring 

which will reduce costs. 

When the organization starts with the ISMS implementation, this is the point to start selecting 

controls. Controls need to receive an implementation priority so the controls receive a certain order. 

The relation between cost and risk reduction influence the priority. Another influence is the balance 

between investment and operation of the control against the likely harm. Various techniques like risk 

ranking and cost-benefit analysis can help prioritizing controls but it remains hard to prioritize. The 

optimal controls are those with the highest risk reduction and lowest cost. Organizations can 

consider uneconomical controls against severe risks if it is necessary according to the organization’s 

requirements or legislation. It is a management decision to find a set of controls best suited for the 

organization. Also not all controls are needed for specific organizations. For example, an organization 

does not need controls to mitigate earthquake risks when it is not operating in an earthquake prone 

area. [4] [6] 

There are four ways of mitigating; Avoiding the threats and attacks, reducing the exposure, 

transferring the risk responsibility, accepting the risk as a cost of doing business. Sometime a 

combination of minimization strategies is possible. Investing in security technologies is somewhat 

problematic. Most organizations still treat the spending on information security as a pure spending 

rather as an investment.  

When choosing the appropriate action for a risk minimization, insurance is an option. Organizations 

like it because it turns variable costs into fixed-cost expenses.  Insuring can mitigate two risks 

categories, first party risks and third party risks. Problem with insurance is that security risks are hard 

to quantify so insurance companies are inclined to ask high premiums. 

If the organization already has an information system with security controls in place, identification of 

current controls can determine whether they exceed the organization’s requirements. The 

organization must determine the costs and benefit of each control already in place. After 

determining the control’s properties, a decision can lead to the removal of uneconomical or 

redundant controls or add the control to the ISMS. 

After implementation of the treatment plan, the organization should do another round of risk 

assessment to determine if the residual risks are within the organization’s risk acceptance. 

2.3 Background  
A paper from Arjan Lenstra and Tim Voss [8] inspired a possible solution to the problem. In their 

paper, they discuss a method for information security risk management. As with the problem of this 

thesis, Lenstra and Voss faced a similar problem with selecting the most effective set of action plans 

within a certain budget. Their solution is not ISO/IEC 27000-series specific so an adaptation or a 

similar solution can help organization to implement an ISMS that is compliant with the ISO/IEC 

27000-series.   
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2.3.1 Relevance 

Information and communication technology (ICT) and information security are related. ICT is a 

strategic asset as is information. Failures in both ICT and Information security can result in great 

operational and reputational damages and worse.  

Therefore, experts must clarify the stakes at hand. Management is mostly only interested in risks, 

impact and mitigating the risks. It is important that the whole organization improves information 

security. With an ISMS implementation, security becomes a process in the organization and not a 

onetime goal. The organization can compare its level of information security with peers or potential 

partners. [9] 

2.3.2 Related fields  

Information security is a multidimensional discipline. It uses principles from many other fields. The 

most obvious are computer science, risk management, psychology, and economics.  

In history, only certain individuals or groups benefitted from withholding access to information. The 

security was usually nothing more than encrypting the information by shifting letters around. Also 

most information was represented in a written, spoken or otherwise physical form. This changed 

when computers and internet arrived and information lost its physical limitations. While the history 

is fascinating, it is not a part of this thesis. There are various sources for more history on information 

security, for example, the book ‘The Codebreakers’ from David Kahn is a great read. [10]  

Information security gained importance with the increasing availability and usage of computers and 

internet to process information. The quick pace in which computer science develops is probably the 

reason why there is an increased need for information security. Computer science offers solutions to 

some risks with advances in cryptography, integrity and availability.   

Psychology plays a part in information security. Together with risk management, psychology helps 

understanding risk and risk reaction. Most humans are not very good in distinguishing perceived risks 

and actual risks. [11]  

Economics provide insight in why there is a need for information security. The economics of 

information security itself is an emerging field of research. What forces are at play and who has the 

upper hand. An organization tries to maintain a trustworthy reputation and failure to do so results in 

reputational damages, lowers success of business opportunities, and keeps new customers away. An 

organization’s reputation is very important, particularly for governments, health and financial 

institutions. Organizations must respect the privacy of their customers. Patients want to keep their 

patient data confidential. Customers of a bank must know that their money is in save hands. A great 

start to understand economics at work in information security is a paper from Ross Anderson. [12] 

[13]  

2.4 Research question 
The aim of this thesis is to take away some of the subjectivity of an ISO/IEC 27002 control selection 

by introducing control selection based on cost and effectiveness. This results in the following 

research question: 

Is it possible to determine the most effective subset of controls from the control set of the ISO/IEC 

27002 standard, considering costs and effectiveness of a control and within the organization’s fixed 

budget? 
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2.4.1 Research goals 

This thesis aims to quantify the effectiveness and the cost of a control. If it is possible to measure a 

control’s effectiveness and cost, then it might be possible to determine the best subset within a fixed 

budget. This is done by finding a solution that resembles the solutions for the (binary) knapsack 

problem. 

2.5 Methodology 
The research for this thesis is divided into five phases; (1) define and describe the problem, (2) 

examine literature to understand the topic better, (3) create a solution, (4) test and demonstrate the 

solution, (5) and describe where this solution is usable. 

2.5.1 Problem finding and description 

The first phase into finding a solution to the problem is a good problem description. This thesis 

defines the problem in the first and second (this) chapters. The problem is of a practical nature that 

needs a practical solution. Sources used to describe the problem were mainly the ISO/IEC 27000-

series, the professor, internet sources and colleagues who faced the same problem. 

2.5.2 Subject and problem understanding 

Literature is the starting point for a deeper understanding of the problem. Literature helped with 

understanding the problem and the search for a solution. Because this is a relative new field, 

literature on the subject is not abundant. Sources for this phase consisted of the following; the 

ISO/IEC standards themselves, together with books, papers, websites, weblogs and other sources.  

2.5.2.1 Books 

Books used for this thesis were found by searching on the website InformIT10. This site offers a 

‘security bookshelf’. This is a selection of books composed by Ed Tittel in the field of computer and 

information security11 12. From this bookshelf a few books were selected that should contain relevant 

information about the thesis subject.  

‘Google books’13 is a search engine which provided good results with previews. The preview function 

is handy to assess the quality of the book and topics discussed. 

Another way of finding useful books is by using online retail websites such as Play.com14, 

Amazon.com15 and Bol.com16 using search terms ‘17799’, ‘27001’, ‘27002’, ‘27005’, ‘IT governance’, 

‘information security’, ‘information security governance’, ‘information risk’, ‘information risk 

management’, ‘security metrics’. 

2.5.2.2 Papers 

Academic papers also formed a research source. The university’s library gives access to academic 

publications. The library uses Web of Science17 to search articles in journals and SFX to link to sites 

that offer a copy. The terms to search articles are the same as used to search books. 

                                                           
10

 http://www.informit.com 
11

 http://www.informit.com/articles/article.aspx?p=1339470 
12

 http://www.informit.com/articles/article.aspx?p=1341009 
13

 http://books.google.com/ 
14

 http://www.play.com 
15

 http://www.amazon.com/ 
16

 http://www.bol.com/ 
17

 http://apps.isiknowledge.com (Restricted access) 
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Google scholar offers another way to search academic material. It gives a preview of articles and 

books that make assessing the relevance easier. The search terms used where the same as those 

used for finding books (2.5.2.1) 

2.5.2.3 Websites and weblogs 

Websites and weblogs offer up-to-date information on various topics, including information security. 

Most sites used in this thesis are to search related information to understand other information 

better. 

Weblogs on information security are also a great source of information on current affairs although 

the information has a tendency to be coloured. The weblogs in this thesis were found during an 

internet search using the search terms ‘information security blog’ and ‘information security weblog’. 

2.5.2.4 Reports 

By using reports on information security, the thesis can identify the most common threats. The 

reports were found on the internet using the search term ‘information security threats report’ and 

links in various papers and books. 

2.5.3 Creation of model solution 

Chapter 0 contains the thesis solution. The solution uses an open process. All the steps of the 

solution are adaptable by the organization. The solution is easy to use with low operational costs. It 

supports an organization with decisions regarding ISMS implementations. The solution uses 

knowledge from various fields like information security and economics.  

2.5.4 Example using the solution 

Chapter 5 uses the solution together with reports to select a baseline that provides a set of controls 

against common threats. By combining the results from multiple reports, it will create a list of 

common threats that most organizations will face. Organizations can use the results straight away. 

Organizations should still conduct a risk assessment and create a list adjusted to their security needs. 

2.5.5   Where is the model applicable 

The intended audience of the solution is an organization that is considering implementation of an 

ISMS together with ISO/IEC 27002 standard. The organization can use the solution to determine the 

most effective baseline within a certain budget. It can lower the costs of hiring external professionals 

in the preplanning stage. 
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3 Literature 
This chapter examines literature to get a deeper understanding of the problem at hand. It will also 

examine possible solutions and relevant sources.  

3.1 Inspiration 
The paper titled ‘Information Security Risk Assessment, Aggregation, and Mitigation’ from Arjen 

Lenstra and Tim Voss is about mitigating information security risks within the available budget. In this 

paper, the authors propose a quantitative approach to risk assessment. [8] 

The paper follows business-process-based risk mitigation. Within a business process are one or more 

applications that have information security risks. Every risk has one or more control actions that can 

vary in cost and risk mitigation (effectiveness). The process owner and other experts execute the risk 

assessment with support from the audit, risk and review department. The goal is to quantify the 

corporation’s total Information security risk and to find the most cost-effective way to contain the 

risk. Because it is very difficult to design a fit-all model, they settle with a model that aims for 

consistency, overall soundness, and a high level of user acceptance and appreciation of the results. 

The design of the model is non-uniform so it is capable to support the assessment of different 

organizations with different auditors, in different countries. 

The paper first defines the type of risks. A residual risk is the risk that remains after a control is in 

place. The aggregated risks are all risks combined that the organization is facing. The paper continues 

to find a way to select the optimal set of actions to minimize the residual aggregated information 

security risk while staying within a fixed budget. It discusses both qualitative and quantitative 

approaches. Both have their values and flaws. A qualitative approach avoids complex details and is 

intuitive to use, but it also lacks the claim of precision. So it is not suited to answer the question as it 

lacks precision and remains guesswork. Most of the quantitative approaches discussed in the paper 

can lead the user astray with too much numbers and detail. So the paper settles on the expected loss 

value to analyse risks. It combines projected costs and estimations of control effectiveness to define 

risks and their expected loss. 

To calculate the expected loss the paper presents a set of formulas to assess threats and action 

plans. Probability or likelihood of threats depends on the threat source, access required and skill 

level required. A threat can originate either from an external or an internal source. Access required 

can either be remote or local. And skill level to realize the threat is either structured or unstructured 

and technical or nontechnical. A threat from an external source that can use remote access and does 

not require any skill is a bigger threat then a threat that needs some technical skills. When a threat 

has received the source, access and skill requirements the model calculate a qualitative ranking of 

low, medium or high. Next the consequence (kind of loss the threat can inflict) of the thread must be 

identified. The paper uses the CIA-Triad for this. A threat can cause loss of confidentiality, integrity 

and/or availability. An Action plan will raise the source, access and/or skill requirement of a threat. 

The kind of loss (CIA-Traid) is not affected by action plans.  

The authors note that their model lacks a weighting mechanism. They hope to remove the 

subjectivity from the risk assessment process. Their method is still a prototype and as both writers 

have moved on to other endeavours, they never came around to publish a follow-up paper. 
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3.1.1 Comparison with ISO/IEC 27000-series 

To determine if the model of Lenstra and Voss is compatible with the ISO/IEC 27000-series a 

comparison is needed. Both are intended to work for all types organizations. Both the standard series 

and the paper place consequences in the CIA-triad. But the ISO/IEC 27005 has more guidelines on 

threats and risk estimation. In chapter 8.2.2.2 the organization must define the business impact of a 

breach in information security. ISO/IEC 27005 suggests to give the assets a business impact value (a 

monetary value is suggested but others valuation can be used). In this context two assets can have 

the same threats but one has a higher value for the business. This is not a usable weighting 

mechanism the authors noted that was lacking in their model because it is related to the loss the 

organization suffers. 

Chapter 8.2.1.3 (of ISO/IEC 27005) is about the identification of threats. A threat can originate from 

natural of human activities. In the case of a human origin it can also be accidental or deliberate and 

can be either from within or from outside of the organization. Also the type of threat is important 

(e.g. unauthorized actions of technical failures). This is broader than threat characterizes used in the 

paper. 

The paper determines likelihood as a multiplication of threat characteristics. In ISO/IEC 27005 

assesses likelihood in chapter 8.2.2.3 (“Assessment of incident likelihood”). It tells organizations to 

consider previous experiences and applicable statistics to determine the likelihood. How effective 

existing controls reduce vulnerabilities. For deliberate threat sources; assess motivation, capabilities, 

available resources, and the perception of attractiveness and vulnerability for a threat. For threats of 

an accidental nature; consider geographical factors and factors that influence human errors and 

equipment malfunction. So the ISO/IEC 27005 is more thorough in risk assessment and likelihood 

determination. With different workings of evaluating risks, the proposed binary knapsack is not 

compatible with ISO/IEC 27000-series workings. [8] [6] 

3.2 Papers on ISO/IEC 27000-series 
An implementation of an ISMS based on the ISO/IEC 27001 standard can be problematic for some 

organizations. This is caused by that all controls must be satisfied (comply of explain) in order to 

receive a certification. That is why Basie von Solms et al. propose in the paper ‘Incremental 

Information Security Certification’ an incremental approach for certification. They propose five 

different levels of compliancy with associated certifications. The national accreditation organization 

determines what the levels include. For example, level 1 can contain controls related to information 

security policy, virus control and employee awareness. This way, an organization can obtain a partial 

certification. After adding more controls to the ISMS, it can go for the original certification. In the 

current ISO/IEC 27001 this is not possible so the ‘problem’ remains. [9] [14] 

Another issue with the ISO/IEC 27001 standard is that it is aimed at all types and sizes of 

organizations. This is a problem for organizations with less than 250 employees (small and medium 

enterprises or SME’s). Thierry Valdevit et al. describe the problems in their paper. These 

organizations usually have more problems implementing all the controls because the cost is relatively 

higher. SMEs generally use internal employees opposed to hiring more experienced and skilled 

external consultants. The paper identifies the needs of SMEs and sets goals for an implementation 

guide. One goal is to downsize the requirements of the ISO/IEC 27001 to fit within the limited 

resources of most SMEs. The authors combine strongly tied controls together into 32 activities. Five 

different levels combine the activities for smooth progression.  Other goals include supporting tools 



 
 15 

and lower costs of documentation. The paper was preliminary research and the topic needs further 

research and experiments. [15] 

The standard also contains controls that are not applicable to some organization. That is why an 

organization has to follow the ‘comply or explain’ principle. For example, an organization that does 

not have software development does not need the controls associated with software development. 

As long the organization can explain why certain controls are not applicable for the specific 

organization, it still can certify its ISMS. [3] [9] [5] 

3.2.1 Gap analysis with ISO/IEC 27002 

Gap analysis is a tool that consists of defining the present state, the desired state and the gap 

between them. There is a quantitative method for ISO/IEC 17799 (former name of the current 

ICO/IEC 27002) gap analysis written by Bilge Karabacak, Ibrahim Sogukpinar. The authors say that 

their method is cheap and easy to use and implement. This gap analysis is a more specified version of 

the ISRAM framework. This ISRAM framework is from the same authors and is a quantitative survey-

based risk analysis tool. The authors propose a quantitative method that uses survey results to 

analyse information security risks. It is based on questions and corresponding answers that receive a 

score based on probability and consequence. With the score and a simple formula, it is possible to 

calculate a risk. The ISRAM method consists of seven steps. The first four steps are in the preparation 

phase, fifth step is the conduction of the survey, and the last two steps obtain and assess the results. 

Key is that the participants of the survey have understanding about the basics of the system and 

security problems (like what is a virus when questioning the anti-virus software). To assess the 

results properly, risk tables are used. It should also be possible for participants to add a comment to 

an answer. Answers and the optional comments are valuable information for risk analysis process. 

The method does not use monetary value to calculate risks. A monetary value (handy for some 

managers) can help presenting results. ISRAM is very adaptable and it is easily changeable form one 

analysis to another. Simply said ISRAM is a survey preparation and conduction process to access the 

security risk in an organization. [16] [17] 

The ISO 17799 gap analysis is a quantitative survey method for evaluating ISO/IEC 17799 compliance 

based on their ISRAM work. After considering several methodologies, the writers conclude that their 

method is very useful. The paper also comments on the ISO/IEC 17799/27002 standards it is non-

technical in nature and its certification is “all-or-nothing”, meaning that you either implement the 

entire standard or receive no certification at all. The method is adaptable to the nature of the 

organization. For example; a company without software development does not have to answer 

questions about software development. Relevant people in the organization have to fill in a 

questionnaire with a maximum of 133 questions. The 11 clauses categorize questions, just like in the 

ISO/IEC 17799 standard and are the control statements converted into question form. The questions 

and the associated answers will receive a numerical value. The values are relative to the type of 

organization. Questions have the form of a yes/no or a multiple-choice. A compliance team carefully 

determines the values of questions. The surveyors should be informed that answers affect the 

information security policy of the organization directly. Some controls are mandatory by (local) law 

or common practice. Because of the modular structure, it is possible to calculate the compliance 

percentage per clause. The authors also state that information security is holistic and every clause is 

equally important to an organization. This method is easy to use and implement and low in costs.  
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The downside of this method is that it uses a survey to gather data. This makes this method not 

quantitative. It just creates some numbers to express the results of the survey. The answers given in 

the survey are still subjective so the percentages are also subjective. 

3.2.2 Risk assessment with ISO/IEC 27002 

The paper titled ‘Methodology of Quantitative Risk Assessment for Information System Security’ is 

about risk assessment. The authors are Mengquan Lin, Qiangmin Wang, and Jianhua Li. In this paper, 

the authors state that Information risk assessment is still relatively immature and that is why most 

methodologies are still qualitative and they propose a quantitative risk assessment methodology. 

The methodology takes the information system security as a whole and breaks it down to a tree 

structure. First step is to divide the information system security in first level criteria. The second and 

lower levels use the ISO/IEC 27002 standard. After selecting all the criteria, weights need to be 

determined for all criteria. The lower-level criteria have a lower impact on the security rating as a 

whole than the higher-level. The Delphi Method is used to determining the weight for the higher-

level criteria. For the lower level, Analytic Hierarchy Process (AHP) is used. To make better use of 

experts Delphi is used as it is more practical and accurate. Delphi recognizes that human judgement 

is superior as input to decision-making. AHP is used because a Delphi process can take a long time to 

complete a round of expert consultation and is used to determine the weight of lower level criteria. 

It uses a tree structure design to break down the problem space so it is for less tangible, qualitative 

consideration. There are possibilities in the model for value and preferences of the organization. 

Delphi with the help of experts can comment on the level of risk. 

The authors say that the model is very flexible. The determination of weights remains a subjective 

process. With the help of their method, determining weight is more correct. While it might help 

determine risk qualitative, it does not help in determining effectiveness. 

3.2.3 Control effectiveness measurement using ISO/IEC 27004:2009 

The ISO/IEC 27005:200818 is entitled ‘Information security management — Measurement’. It contains 

guidelines to assess the effectiveness of an implemented ISMS and controls. It can be used to 

establish and manage an Information Security Measurement Programme that sets measurement 

objectives and uses the PDCA cycle for measurement activities. The standard provides guidance on 

how to set-up the programme and the measurements. It helps to get repeatable quantifiable results 

to get and maintain management commitment, demonstrate compliance and other positive factors 

to the organization’s information security. The standard includes measurement models that can be 

used to (but not excluded to) measure performance, status, personnel behaviour, activities and 

satisfaction.  

The ISO/IEC 27004 is focused on measuring during ISMS operation and reporting on ISMS operation. 

ISO/IEC 27004 cannot be used for a solution because it is intended to be used during and after ISMS 

implementation. For a solution it is necessary to determine the expected effectiveness before the 

ISMS is implemented. [18] 

3.3 Security Metrics not specific to the ISO/IEC 27000-series 
There are metrics available to determine the benefit of a security control. Some are as simple as 

using a calculator and add all the costs of licenses, training and time. Professionals can use previous 

experience in certifications for calculating cost.  Historical data will provide accurate data for 

                                                           
18

 All references to ISO/IEC 27004 herein refer specifically to the ISO/IEC 27004:2009 version. 
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calculations, but for most organizations, this is not available. Still it is quite subjective. It is also hard 

to define that there will be fewer incidents because there are controls in place or just fewer attacks. 

Andrew Jaquith has written a book on the subject [19]. With this book, he tries to put numbers on 

actions considered difficult to measure, how to use data and spread the message. To facilitate insight 

in a chosen subject area, metrics with quantifiable data are used. A good metric will help an analyst 

to diagnose particular characteristics of the subject area. Jaquith puts it like this: “Specifically, good 

metrics should be consistently measured, cheap to gather, expressed as a number or percentage, and 

expressed using at least one unit of measure. A “good metric” should also ideally be contextually 

specific.” A measure must be clearly documented, not too complicated and preferably automated. 

When taking a measure with the same method and the same data set, different people must come 

up with equivalent answers. There is no room for subjective judgment of individual humans. A 

prevented loss will probably be unnoticed.  

Return on investment (ROI) or return on security investment (ROSI) is the most popular monetary 

metric [20]. According to the 2008 CSI Survey, 44% of organizations use ROI as a metric [21]. The next 

paragraph analyses ROSI to determine if it is a usable solution. Two other popular monetary methods 

used to calculate investment and benefit are: (1) net present value (NPV) and (2) Internal rate of 

return (IRR). The 2008 CSI Survey rates them at 26% and 23% respectively [21]. Other metrics are 

Annual Loss Expected (ALE) and Information security risk analysis method (ISRAM). ISRAM is a survey 

preparation and conduction process to assess the security risk in an organization. It is an operational 

version of a gap analysis. ISRAM is the subject of paragraph 3.2.1. 

3.3.1 Annual Loss Expectancy (ALE) 

A simple way of assessing the likelihood and the impact of a security risk is to calculate annual loss 

expectancy (ALE). To calculate ALE you first have to calculate a single loss exposure (SLE) and 

determine annual rate of occurrence (ARO). SLE is Single Loss Exposure, the projected cost of a 

security incident. ARO is the expected Annual Rate of Occurrence. Multiplying the two will result in 

ALE or Annual Loss Exposure. It is represented in a monetary amount; the value is determined if a 

threat would exploit a vulnerability.                

3.3.2 Return on investment (ROI)/ return on security investment (ROSI) 

ROSI equation is as follows:       
                                                 

             
 

Where Risk Exposure is the same as ALE and is defined as follows:                          

    . ROSI uses estimated values together with historical data to improve accuracy. When using 

historical data for ROSI the differences in organizations can vary greatly, hampering the usefulness 

for such data. A security assessment determines the percentage of Risk Mitigated. The Solution Cost 

must include costs of buying the solution, implementation and the associated downtime while 

implementing. 

However, ROSI has its problems. It is not an easy task to come up with meaningful values for the 

factors in the ROI equation [20]. Determining the values necessary for a ROI calculation is hard 

because the lack of good historical data and the nature of fast changing nature of threats. Another 

problem of ROI is that the ROI percentage says nothing about the magnitude of the project [22]. 

124% on a €10.000 investment is an attractive return but what about a 60% return on a €300.000 

investment? ROI is more usable for evaluating past investments [22]. As stated above, investing in 

security does not provide a return. To quote Richard Bejtlich: “The key principle to understand is that 
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wealth preservation (saving) is not the same as wealth creation (return)” [23]. While ROI is 

theoretically sound, in practice it is mostly bunk [24]. We can conclude that ROI is not a suitable 

metric for the thesis’s model. 

3.3.3 Net Present Value (NPV) and Internal Rate of Return (IRR) 

The NPV is a financial metric for comparing benefits and costs over different periods of time. It can 

calculate the total cost of a long-term investment. IRR calculates the benefit of an investment in a 

percentage. NPV and IRR share a disadvantage with ROI, the inability to indicate the magnitude of a 

project [25]. These methodologies are also not usable for the solution. For some controls, it is 

necessary to look for the effectiveness from another perspective, namely the usefulness for the 

organization like, implementing administrative tools to lower time needed to change a password.  

3.3.4 Reviewing metrics 

Most of the other methodologies claim to be quantitative but they all have some qualitative 

properties. Quantitative metrics use mathematics, statistics and historical data. Assigning numeric 

values to risks and controls usually reduces subjectiveness and makes calculations possible. However, 

not all the benefits are numeric, sometimes there is a non-financial gain. Such benefits can be 

subjectively determined by using a qualitative method. 

A general problem with metrics is that they rely on input that is not always available or reliable. 

Historical data is not always available and data from other organizations does not always provide 

reliable input. The problem with historical data is inaccuracy due to the rapidly changing security 

threats and measures development. Also the organizations exposure changes in time. Using historical 

data can result in a calculation that will produce a wrong (and false) outcome. It is emphasized that 

the calculations and mathematics should not overwhelm the analysis. It is probably better to use 

subjective data and be approximately right than precisely wrong. [26] 

Therefore, after reviewing methodologies the conclusion is that for some controls, a monetary 

metric is possible. However, the solution needs some method to define the effectiveness for all 

controls. That is why the model needs its own method.  
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4 Suggested Solution 
This chapter will discuss a possible solution to research question. It will introduce the solution, the 

intended goal, the input variables needed, how to collect these variables, what the results will be and 

how to put the results to good use. 

4.1 Introduction 
As stated in the previous chapters, a solution is needed that helps in selecting a set of controls from 

the ISO/IEC 27002 controls, based on the control’s costs and effectiveness. This solution will use a 

threat-centred approach to produce a result to select an ISO/IEC 27002 baseline. It also introduces 

input that helps to determine the effectiveness and costs of a control. The selection then selects 

controls with an adapted binary knapsack problem and use control’s effectiveness and costs to select 

a set of controls for the baseline within a defined budget. 

4.2 Threat-based baseline selection model 
The proposed method uses the ISO/IEC 27002 standard and a risk management process (like the 

ISO/IEC 27005 standard). The ISO/IEC 27002 standard provides the controls which the model selects. 

Risk management provides the model to determine threats. The goal of risk management is to 

identify and mitigate risks by lowering probability and/or loss. It is hard to determine every risk and 

its impact at present and in the near future. That is why the proposed method aims to be 

“approximately right than precisely wrong”. As this method is for organizations with or without 

information security management in place, it will be using other ways, apart from historical data, to 

determine what the organization’s information security needs are. The method also aims at lowering 

dependency on human experience and subjective control selection.  

One of the improvements of this method is the grouping of ISO/IEC 27002 controls. The method will 

describe how to group controls. An organization can easily adapt the control grouping as it sees fit. 

The second improvement is defining threats and evaluation of controls. Every organization faces 

many information security threats but they are just a fraction of all the threats the organization faces 

in all its operations.  

4.3 Overview of the proposed method 

The method contains the following parts; grouping of the ISO/IEC 27002 controls, a risk analysis, 

preselecting groups, evaluate control effectiveness and cost, and selecting controls to form the 

baseline. The method will produce a list of selected and unselected control groups. A group is either 

selected and added to the baseline or is unselected and not selected at this time. Please note, 

unselected control groups need implementation at a later stage or a justification for exclusion. This 

method will only help selecting the first set of controls to start implementing information security 

using the ISO/IEC 27002 standard. This is because the best start for the organization is with most 

effective controls within the limited budget.  

4.4 Grouping of controls 
The first step in the proposed approach is to categorize all the controls of the ISO/IEC 27002 standard 

into groups. The ISO/IEC 27002 standard is grouped into eleven clauses. Unfortunately, the grouping 

of these clauses is not suitable for the proposed approach. As noted in ISO/IEC 27002 at 3.1, the 

importance of clauses can differ for each organization wishing to apply the standard. [4] At this 

moment in the method process, the objective is not to group on importance. Categorizing and 

grouping at this point is for combining controls that are related and complementary to each other. It 
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is possible to continue to use the method and retain the clauses from the ISO/IEC 27002. However, 

some controls will not be fully effective without supporting controls that reside in other clauses. 

Example: Controlling process of passwords (11.2.3) and checking that users use their password 
(11.3.1) is hard to manage without a password management system (11.5.3). The controls are related 
and complementary to each other.  

The ISO/IEC 27002 provides an information security starting point in chapter 0.6. The chapter 

considers some controls as a good starting point for implementing information security. While the 

mentioned controls are a good starting point, the standard does not provide sets or groups of 

controls to start with. As the standard also states, the list is an advice and organizations still need to 

determine their own set of controls on their own specific threats. 

4.4.1 Reason to group 

Grouping controls influences multiple aspects of the proposed method. It influences the detail level 

of the selection, the number of options and the complexity, and the time needed to use this method. 

Grouping lowers the detail level. This is because the method selects groups instead of the 133 

individual controls. Lowering the detail level is not a bad thing. As some controls are not or are less 

effective without the related controls, combining them will result in a better baseline than selecting 

controls purely on the costs and effectiveness. Therefore, by lowering the detail level we increase the 

effectiveness. Furthermore, by decreasing the number of options we lower the complexity of the 

problem and reduce the time needed for calculating the results. 

4.4.2 Grouping 

The grouping method starts by grouping related and complementary controls together into groups. 

The control intentions are the criteria used to group the controls. A control obtains a place within a 

category, based on its control description and the intention, what the control aims to control. 

Another grouping criterion can be the time when the implementation of the control starts. An 

organization can define other grouping criteria. The regrouping procedure in essence is to review all 

the controls, understand their intentions, review the organization specifics and create new groups 

(or clauses) that fit the organization better.  

Once the grouping is complete, the group needs to have a name. Again, the intentions of the controls 

within the group should inspire the group name. The name should clearly describe the control group 

to all the parties involved. It is possible that a group does not have the same number of controls as 

other groups. A group with more controls will probably have a higher effectiveness score but also a 

higher accumulated cost. 

4.5 Risk analysis 
A risk analysis is also part of the proposed method. It is used to identify threats. There are many 

resources available on how to conduct a risk analysis, as risk analysis is a standard practice in various 

fields. For the field of information security there are quite a few resources available, even within the 

ISO/IEC 27000 standards. The ISO/IEC 27001 contains information about risks. The ISO/IEC 27005 

standard is specifically about risk management. Other ISO standards on this topic are ISO 

27799:20088. Risk assessment methods can vary greatly in depth-level, time and cost. For the 

proposed model, a high-level analysis is just as useful as a low-level (high-detail) analysis. The ISO/IEC 

27005 standard will function as an example method to conduct a risk analysis. Every organization 

faces its own blend of information security risks in its activities and should use a risk analysis best 

suited to its needs.  
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The proposed model for this thesis only uses threats and vulnerabilities. Every organization faces 

threats to their operations. Combining threats with the impact and likelihood results in the risk. A risk 

is a combination of various factors. There is no need for a control if the impact or the likelihood is at 

an acceptable level. If the risk is not acceptable, then a control can mitigate or transfer the risk. A 

threat is a source of the risk. Residual risk is the accumulation of threats and vulnerabilities minus the 

effect of countermeasures that cost less than the risk. To make this clear, this thesis will use the 

definitions as stated in the glossary. 

The part of risk analysis that is necessary for the proposed model is that of determining threats and 

vulnerabilities. Organizations should use a risk analysis to discover the common threats. Only threats 

and vulnerabilities that are controllable by ISO/IEC 27002 controls need to be determined for 

proposed model. Threats and vulnerabilities not related to the ISO/IEC 27002 controls are outside 

the scope. The proposed model only uses such threats as input.  

Threats that organizations face are those of human sources like malware and hacking, intentional 

and accidental loss of information, misuse, errors and deceit. Other sources are natural events, loss 

of utilities, compromise of information, and technical failures. A minimal of eight defined threats 

guarantees sufficient variation in the effectiveness score and more threats make the effectives 

calculation more precise but also result in more work to fill in. 

The organization that wants to improve their information security with the ISO/IEC 27002 standard 

will have to preselect at least one group. The group that will always be preselected in this proposed 

method is ‘Organizational commitment’.  

4.6 Preselecting groups 
An organization that wants to obtain a certification has to have all the selected controls ‘in control’ 

and should implement all for a complete secure information process. Not all the controls in the 

ISO/IEC 27002 are equally useful for every organization or applicable to the organization. The ISO/IEC 

27002 itself suggests that some controls have a higher priority than other controls. The list of high 

priority controls is very short (chapter 0.6 of ISO/IEC 27002). Most organizations will expand the list 

of essential control groups to comply with organizational or governmental policies and legislation. In 

addition, an organization can unselect certain control groups (such as e-commerce or development) 

if they are not applicable to the organization. For this solution a control group can have three 

conditions; either (1) be essential, (2) not applicable or (3) to be considered. An essential group will 

be included and a not applicable group will be excluded from the baseline. The baseline consists of 

control groups that are a combination of essential groups together with selected control groups. A 

considered control group is the focus of the proposed method and the selection algorithm.  It is up to 

the organization to set the group conditions according to their information security needs. 

The proposed method places considered control groups in the baseline because of their costs and 

effectiveness. Most selected groups are cheap to implement and have a high effectiveness. Others 

will have either one of these characteristics. The last groups that the selection procedure will 

consider are relatively expensive to their effectiveness. There is little room for such controls within a 

limited budget so the proposed method will not select these groups. 

After establishing the baseline, the organization must ensure a consistent implementation of the 

baseline in the information system to negate threats. As the method only helps selecting controls 
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and not with the next steps in the implementation, this is outside of this thesis scope. The method 

will help in selecting considered groups. 

4.7 Control costs and effectiveness  
After defining the threats, it is time to evaluate the effectiveness of the controls. Controls are 

security measures that reduce the risks security threats pose. 

Note: In this thesis, a control will have only one cost value and one effectiveness value. This is 
because the usage of the binary knapsack problem. This problem does not allow that items (controls) 
have more than one weight (effectiveness) and size (cost). Allowing that a control can have multiple 
plans adds a new level of complexity. It will combine the multiple-choice knapsack problem with the 
binary knapsack problem. This is a subject for further research. 

4.7.1 Maximum expenditure (or budget) 

Most organizations have already defined a budget when starting the process to improve their 

information security. In most cases organizations specifically allocated a budget for increasing 

information security or use a part of the budget for information technology. In 2008, 53% of 

organizations spend 5% or less of their IT budget to information security [21]. In addition, some 

organizations use their budgets from legal or audit departments to allocate resources to information 

security. Security training for staff can draw its budget from human resources or from another 

budget. 

4.7.2 Cost 

Every control implementation comes with expenses in time, education, money and/or in other forms. 

It should always be expressed in a monetary value. The costs of a control also include the planning 

and implementation costs. The costs associated with expected costs to design and write 

documentation, and the initial costs implementing the control within the organization. The costs can 

also include costs like support, yearly license fees, (re)training of (new) employees and analysing the 

control (part of the PDCA-cycle). It is important to note that the maximum expenditure and the cost 

of the controls need to cover the same period of time. That means that if the maximum expenditure 

is the annual budget, that control’s costs must also cover the annual expenses.  

4.7.3 Effectiveness 

As stated earlier in this thesis, determining the control’s effectiveness is difficult. It depends on the 

threats the organization faces. Some threats are more severe than others. A control that lowers 

bigger risks is more effective than a control that lowers a mild risk. Since threats can vary in severity 

thus an organization needs to prioritize threats. After determination of the order of threats severity, 

the controls are next to influence the effectiveness. Some controls will result in a lower residual risk 

than others against the same risk. It is also possible that a control is effective against more than just 

one threat.  

Comparing effectiveness is problematic. Risks are estimated with qualitative or quantitative 

methodologies, it is not possible to compare different units or dimension to each other. Comparing 

reputation loss to repair costs or to compare a ‘high’ risk to a lost opportunity is not possible. There 

is a need for a unified unit or dimension so comparing is possible. So a unit or dimension needs to 

have way to rate risk severity and the effectiveness of a control against one or more threats. Without 

such a comparative unit it is not possible to use the intended binary knapsack concept.  
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4.7.3.1 Scoring system 

A scoring system is used to determine the effectiveness. The organization gives point on a scale from 

1 to 100 to express the threat ‘weight’. A large threat will score high and a smaller threat will score 

low. For example, a common threat like hackers could receive a score of 100 and an environmental 

threat (like an earthquake) could score as low as 1 for some organizations. The organization needs to 

determine the threat score based on the results from the risk assessment.  

Rating control effectiveness in this system is much easier because it uses a qualitative system. The 

organization determines whether a control is effective or not and rates it accordingly. The system 

could use 3 possibilities with a score like direct risk reduction (3points), collateral risk reduction (1 

point) or no risk reduction (0 points). Now it is possible to calculate the effectiveness of the control 

by multiplying the threat score by the level of risk reduction. When a control reduces multiple threats 

these scores are added together. For example, a control (like education to raise alertness) could 

reduce the hacker threat considerably. It could also lower the risk posed by the environmental threat 

by increasing alertness of environmental dangers. The control will reduce the hacker threat 

considerably (3 points) and the environmental threat indirect (1 point). The control effectiveness in 

this example will be 3 x 100 plus 1 x 1 = 301.  

This scoring system is good for risk reduction prognosis. Because there are just a few possibilities it is 

easy to define the level of risk reduction. Also it produces numbers that are usable in the binary 

knapsack selection. The proposed solution does not use the score value 2. This is because it results in 

a better score for direct risk reduction opposite collateral risk reduction and thus prefers direct over 

collateral risk reduction. With a multiplication of only two the difference between direct and 

collateral risk reduction is too small and losses it distinctiveness.  There is an option to add the score 

2 with the title ‘indirect risk reduction’, but the difference between indirect a collateral risk reduction 

is indistinct and it does not mean the same for everyone.  

4.7.4 Input table 

The groups, threats, cost and effectiveness values are combined in tables. The following rules apply 

to the tables.  

 Every control group has its own table so that the entire group will get an effectiveness score.  

 The input table will have all the threats determined by the risk management process.  

o The number of threats will have a minimum of eight (8) and only an advised 

maximum of sixteen (16). The minimum is used to have enough variation in 

effectiveness. The advised maximum is in place to ensure that it is not a big time-

consuming job.  

o All threats have a threat point to express the threat size. The biggest threat (with the 

highest score) is placed first and the smallest threat (with the lowest score) last. The 

maximum score is 100 and the minimum is 1. The score is based on the likelihood of 

the threat and the possible impact when it occurs. 

 A control group will consist of one or more controls.  

o Every control has an effectiveness score against every threat. This is either ‘direct risk 

reduction’ expressed as  3 points, ‘collateral risk reduction’ expressed as 1 point or 

‘no risk reduction’ expressed as 0 points 

 The individual control effectiveness is the sum of the effectiveness values multiplied by the 

corresponding threat score.  

 Every control has a cost value. 
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 The control group effectiveness is the sum of all the control effectiveness within the control 

group. 

 The control group cost is the sum of all the control costs within the control group. 

 The control group’s preselected state; either be essential, not applicable or to be considered 

Below is a table for value input. 

Control group Cost  Effectiveness Threat 1 Threat 2 Threat N 

Control 1  C1C C1E 
   Control 2 C2C C2E 
   Control N CnC CnE 
   Total 0 0 0 0 0 

Figure 1 

4.7.4.1 Example from chapter 5 and 8.3 
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  Information security management   

  6.2.2   €          500,00  340 1 1 
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  12.5.4   €          700,00  395 1 1 
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  15.1.2   €          300,00  275   1 3 1 1    

  15.1.3   €          700,00  340 1 1 
 

3 
    

 

  15.1.4   €          600,00  395 1 1 
 

3 1 1 
  

 

  Consider  €      2.800,00  1745 
        

 

             

The example table above uses the same input as used in chapter 5 and appendix 8.3 for the control 

group table with the name ‘Information security management’. There are eight threats defined in the 

columns marked T1 through T8 and a threat score from 100 through 1. There are 5 controls within 

this group with the score for direct, collateral and no risk reduction to the corresponding threat. In 

the column ‘Effectiveness’ the individual control effectiveness is displayed. Per row there is a 

effectiveness score that is a sum of the multiplications of the risk reduction score with the 

corresponding threat score. The last row of the table is the control group effectiveness score. The 

column ‘Cost’ displays the individual control’s cost and the sum or total cost of the control group. 

The last row also displays that the groups is considered for the baseline selection. 

4.8 Selecting control groups for baseline 
The baseline consists of control groups that form the default security level for the organization’s 

information security. The result is such a security baseline. This part of the chapter defines the 

procedure to select controls for the baseline.  
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4.8.1 Preselecting 

A user of this solution can preselect control groups. Preselecting probably will not result in the best 

effective/cost selection but it can be useful for some organizations with other priorities than the 

highest effectiveness for a certain control groups. Some organizations can have more different goals 

such as comply with organizational or governmental policies and legislation. The solution is flexible 

enough to facilitate preselecting control groups. However, most organizations will want to use the 

control group selection presented in the next paragraph for the most control groups. 

4.8.2 Select solution based on binary knapsack problem 

As previously discussed, there are some difficulties with defining the values for the control groups. A 

solution based on the binary knapsack problem helps selecting control groups to add to the baseline.   

An example of the knapsack problem uses the analogy of a hiker. The hiker has a knapsack with a 

maximum weight and a selection of items to bring with him on his hike. All items have a weight and a 

value assigned to it by the hiker. The hiker wants to take as many valuable things with him as 

possible without exceeding the maximum weight, so not all the items available to the hiker can come 

on the hike. The problem then is, what the most valuable combination of items is without exceeding 

the maximum weight of the knapsack [27]. To translate the hiker analogy for this thesis: The 

maximum weight is the available budget and the items are the control groups. The weight of an item 

is control cost and the value is the control effectiveness.  

The following formula is a binary (0-1) knapsack problem formula adapted to our problem. 

Equation 1 

           ∑     

 

     

 

Equation 2 

           ∑     

 

     

     

    {   } 
The values of the formula are defined following these rules: 

4.8.2.1 Groups 

Let   be a set of control groups that form the baseline with a minimum of zero (0) selected groups 
and a maximum of   (all groups).  
The summation   is the index of the considered groups, having the starting value of one (1) and the 

upper bound of   (all considered groups). Calculating all considered groups is as follows:  

Equation 3 

      –     –    . 
     The total number of groups.  
     The number of groups with the ‘preselected’ condition. 
     The number of groups with the ‘not applicable’ condition. 

4.8.2.2 Effectiveness 

There are two effectiveness values within the solution. The evaluation method described in 
paragraph 4.6 defines the first effectiveness value and used as     . The formula will calculate the 
second effectiveness value for the baseline.  
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4.8.2.3 Costs 

There are two sorts of monetary values in this formula. The first is the costs of a control group. The 
method in paragraph 4.6 determines the cost value for a control group and represented by        . 
The other monetary value is maximum expenditure (or the budget). The maximum expenditure 
defined as by      . 

4.8.2.4 Selection 

The    {   } variable selects controls. The binary value selects a plan or not, resulting that its 
effectiveness will influence the baseline total effectiveness. A plan can only be selected or 
unselected. A selected plan has its effectiveness multiplied by 1 and added to the baseline total 
effectiveness. An unselected plan has its effectiveness multiplied by 0 (zero) what results in a 0 (zero) 
being added to the baseline total effectiveness. The baseline total effectiveness is a summation of all 
the effectiveness values of the selected groups.  

4.8.2.5 Results 

A list will represent the results. One list will contain the selected groups for the baseline. This list is a 

combination of essential groups and selected groups. The other list will contain the groups that were 

not selected and not applicable.  

The maximum effectiveness of the baseline is based on the number of groups. 

Equation 4 

            

 

4.9 Conclusion 
In this chapter a solution is provided for the problem of selecting controls to start improving their 

information security based on ISO/IEC 27002. Organizations and the information security needs vary 

greatly. Therefore, the solution also needs to be flexible enough so that it is usable by all but keep 

the subjectiveness to a minimum. The solution (re-)groups the controls on the bases of control 

intention rather than using the grouping of the ISO/IEC 27002. This is because of controls that are 

depending on or complementary to another are implemented as a group. In addition, groups can be 

more or less effective against risks.  

The effectiveness together with the cost of a control group determines its position on the list and on 

which list. A control group is either in the baseline list or not. An organization can compile a baseline 

by preselecting and by using the provided adaptation of the binary knapsack method. The selected 

list will form the baseline security. 

The baseline security should provide an adequate protection against the most common risks. It will 

not prevent all intrusions but making data breaches more difficult will result in a noticeable decline in 

breaches. This is because most threats will indiscriminately target organizations with a low level of 

information security. Increasing information security to a level that most known vulnerabilities are 

less likely to be exploited by common threat is a great first step for any organization. 
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5 Example 
This chapter gives an example of the suggested method together with sources on common risks. The 

result of this example is usable by an organization that wants to start with implementing controls 

without doing its own baseline selection. It is still advised that organizations carry out their own 

baseline selection process. 

5.1 Example control selection  
For the purpose of this example, we create a fictional organization. The following paragraph 

describes the details of this organization. It is necessary to specify the available budget for 

information security and their activities. The activities determine whether some control groups are 

preselected or not applicable. 

5.1.1 Size 

This example will use a profile of a generic organization to determine the costs. Based on the BERR 

report [1] (page 4) which states that most UK businesses are companies that have less than 10 

employees (83.1%). Businesses with 10 to 49 employees form the second biggest group (14%). Third 

are companies with 50 -249 employees (2.3%). The example will use a company that falls in the 

category of companies with 10 -49 employees. The reason is that smaller companies probably have 

no incentive and/or lack the resources to implement an ISMS. Larger companies probably already 

have a ISMS or other information security baseline. We set the size of the organization at 38 

employees. Thirty (30) employees use the information system daily and cannot work if the system is 

not available. The remaining eight (8) employees use the systems irregularly. The organization has 34 

workstations or laptops and a local network to connect them. The network also has three servers and 

a router that connects the network with the internet. Two employees maintain the network as an 

additional task. They do have enough experience to preform common administrative tasks but 

sometimes an external firm has to help them with problems that are more complex. 

5.1.2 Resources and budget 

The size of the organization influences the costs of a control. Some controls are cheaper to 

implement as the organization can do that with its own resources, other controls are more expensive 

because of hiring an external firm. This explains some of the differences between costs of controls 

because hiring an external firm is more expensive.  Controls can also vary in planning costs and the 

costs of maintaining a control. The organization has € 30.000 available for both the implementation 

and upkeep for the first year. So the result of this example is for the first year. 

5.1.3 Groups: 

As stated in the suggested method, the first step is to define the groups. As groups can either be 

essential, not applicable or to be considered a number of groups must be selected. For this example, 

twenty-seven (27) groups are defined to combine controls that are related or complementary to 

another control within the group. First the all controls are reviewed on what are the control’s 

intentions. Then the controls were grouped together. A name was added to the group and a 

description was added below to summarize the intention of the control group.  

Organizational commitment – Management must define the information security goals and targets, 
give support, make the organization enthusiastic and provide resources for the implementation of 
the ISMS. 
Change management – Changes to (parts of) the information system need to be managed as it can 
influence the stability of it. The organization needs to manage all assets that it owns. Changes to 
software sometimes result in instable operations therefore should be managed. 



 
 28 

Compliance review – The organization needs to conduct a periodical review to ensure that systems 
use the correct security procedures. 
Legislation – An organization must operate within the boundaries of the law. Countries can have 
legislation that applies to information systems, processing and policies. Legislation can exist that 
govern data protection, privacy or the usage of cryptographic controls. An organization can use an 
ISMS to ensure that all the legislative requirements are met. Employees that handle such sensitive 
data probably must sign a confidentiality agreement. (Such an agreement is not limited to 
information systems, but other reasons are not in the scope of this thesis.) 
External relations – Managing external relations is also part of the standard. External parties are not 
part of the operations, but are special interest groups and authorities.   
Audit management – Audits ensure that the ISMS comply with ISO/IEC 27002. To make sure that 
such an audit is preformed and that the auditors have the necessary information, within the ISMS 
manages the audit process. Certified independent parties perform the audits.  
Information security management – This group handles security of the information system. It 
combines controls for data protection, intellectual property rights, information leakage and security 
when dealing with customers. 
Information Process validation – The ISMS can check the input, the output and validate the integrity 
of the internal process that deals with information.  
Third party service delivery management – This group is for services provided by third parties that 
need to be managed by the ISMS. An organization faces extra risks by using services of a third party. 
The organization should use an extra risk management process to manage these risks. Third parties 
also need to comply with the security policies that the organization has defined for itself.  
Asset management – Organization need an inventory of all assets within the organization. 
Information management –This group combines policies and agreements for managing information 
assets by controlling creation, classification and storage.  
User management – This group controls adding, changing and removing of user accounts, 
passwords, groups, roles and rights.  
Human Resource – Human resource will perform a background check on every employee (depth 
depends on law and job position), determine the terms and conditions of employment, and define 
the procedure for changing or terminating of employment.  
Policy enforcement – In this group the controls for policies and legislation. It regulates the 
enforcement of policy by involved parties 
Education – Controls that help setup an educational system for users of the information systems. 
Physical security – Controls within this group protect the areas that contain information systems. 
Environmental security – Environmental security focuses on natural or man-made disasters and 
failure of utilities like power or telecommunication.  
Development – The purpose of this group is controlling software development, separating test and 
production systems and managing outsources development. 
Backups – Making backups of information and software can be very effective to secure operations in 
case of emergencies or errors.  
Continuity management – This group handles all processes that ensure the continuity of the 
organization. Business continuity planning, testing and maintaining the plans is an important process.  
Digital security – Digital security is an important part of the total information security. It protects 
against code not part of the intended use of the information system. 
Network security – Logical and physical security of the communication systems can help to secure 
the information processing systems. Separating certain networks elements can contain malicious 
activity. Network infrastructure with separation allows for an efficient network administration and 
less impact by a compromised system. 
Access Management – Access management governs access to information. Information is only 
accessible by a secure connection within a certain timeframe and only by a user with access rights to 
the information. It also regulates that user access should be segregated to reduce opportunities for 
misuse. 
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Mobile access management – The mobile access management group is for organizations that what 
to secure their external access. 
E-Commerce – This group of controls is for organization with e-commerce interests. 
Logging and Monitoring – Logs are important for tracing and solving problems and auditing 
processes. An organization needs to protect its logs and ensure that the information in logs is correct. 
Incident management – Controls within this group implement procedures for handling information 

security incidents. The controls help the organization to define who is responsible, to collect 

evidence, to report incidents and learn from incidents. 

5.1.4 Preselecting groups 

The organization wants to begin with implementing information security. They wish to begin with a 

baseline. The organization does not want to use third party services, does not need mobile access 

management and is not active in development or E-commerce. The control groups for the 

corresponding activities are therefore unselected. The group “organizational commitment” is 

preselected because is essential for the process of implementing other controls. 

Table 1 

GROUPS  

Preselected 1 

Not applicable 4 

Consider 22 

Total groups 27 

5.1.5 Risk analyses 

A few organizations publish reports and surveys conducted on the field of information security. Some 

of those were analysed for the use of this example. The detailed analyses are available in appendix 

8.1. The following where used; (1) Verizon’s data breach investigation report, (2) SANS’s The Top 

Cyber Security Risks, (3) Sophos’s Security threat report: 2009, 2008, (4) CSI Computer Crime and 

Security Survey, (5) BERR’s Information Security Breaches Survey, (6) CIO Magazine’s The global state 

of information security, and (7) Symantec Global Internet Security Threat Report. The reports all 

differ in methodology and dataset as well in results but there are still some commonalities between 

the reports.  

5.1.5.1 Threats 

Based on the reports we can conclude that outsiders are by far the biggest common threat, both as a 

source and in total damages. Insiders have the chance to do the greatest damage per occurrence by 

using the knowledge of systems and organization. Partner sources are less of a threat, both in 

damages as in occurrences. The biggest threat is an external attack not specifically aimed at the 

organization. Most attacks from this external source use some sort of automated tool. Automated 

hacker tools are viruses, malware, botnets, scripts, SQL injection, etc. and exploit common known 

vulnerabilities in common used software. Therefore, when the information security policy is 

implemented, controls that mitigate these risks have priority over other controls. Organizations are 

also a threat to themselves by making avoidable errors. 

5.1.5.2 Errors 

Errors made by the organization leave their systems more vulnerable to threats then necessary. 

Errors in the information systems create opportunities that threats can exploit. As every threat still 

needs an opportunity to exploit, lowering errors shall increase the information security. While it is 

not feasible to expect that a flawless system could exist, most threats use common and easily 
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avoidable errors. It is clear that a good way to start securing systems is to start lowering these errors. 

Certain controls can lower the risk of errors occurring by supporting decision-making, standard 

configurations to lower misconfigurations and omissions, making sure that the systems comply with 

policies and legislation, implementing controls to lower the risk of process breakdowns, and help 

securing all parts so the security level is increased.  

5.1.5.3 The threats for this example 

The organization faces only common threats and no extra controls based on their activities. They do 

not own extra valuable information over other organizations. Therefor this example will use eight 

threats out the reports from chapter 8. The eight selected threats are (1) hackers, (2) 

viruses/malware, (3) errors, (4) loss of information, (5) deliberate insiders, (6) accidental insiders, (7) 

partners, and (8) natural events.   

1. Hackers are a big threat as they scan the internet continually for exploitable weaknesses. 

And when a weak is found and exploited the hackers are inside and usually on the servers 

holding the most important information. If a hacker can then destroy the information or 

make it public what will result in legal consequences and bad publicity. So hackers score 100 

points. Viruses and malware are very common and uses bugs in software and/or oversights 

by employees to infect computers and connected devices.  

2. There are a lot of viruses and malware in the wild and growing every day. Also the impact can 

be very severe with downtime and loss of information. So viruses and malware get a score of 

90.  

3. Errors are at the root of most problems encountered when a loss of the CIA-triad occurs. So 

by reducing errors, the information systems will be a lot more secure. So lowering errors gets 

a score of 70.  

4. Preventing loss of information is probably one of the main reasons an organization wants a 

more secure information system. That is why it receives a score of 70. 

5. Deliberate insiders can do a lot of damage but they are not so frequent. Most employees 

that are able to do damage do not have an incentive to do so. Only some disgruntled 

employees have a reason to damage the organization. That is way this threat gets a score of 

30. 

6. Most accidental insiders are victims of scams and social engineering. Or lack the knowledge 

to know when to stop before doing damage. As scams and social engineering has received 

some media coverage the threat is decreased. Also an outside must target the organization 

for social engineering or get a hit on a phishing mail. So the decreased possibility and that 

not all employees can access the important information this threat receives a score of 25. 

7. Only partners that get hacked or have a deliberate insider can pose a threat to the 

organization. Also most partners can only access limited parts of the information systems. 

Therefor a score of 10. 

8. As the organization operates in an area where natural disasters are very uncommon, the 

score is only 1. But by expecting the worst, you are prepared for everything. 

5.2 Results of cost and effectiveness 
The next step is to fill in the input table. The appendix 8.3 contains the complete table for this 

example. The next paragraph contains the summary table of the input table. 

Within the input table, the controls within the groups receive effectiveness scores. As explained in 

chapter 4, a control has either a direct risk reduction (3points), a collateral risk reduction (1 point) or 
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no risk reduction (0 points) against the risk. This is a simple way of defining the effectiveness and is 

understood by professionals and non- professional alike.  

5.2.1 Summary input table 

Table 2 contains all the groups (as defined in chapter 2), the status of the group, the costs of the 

group and the group’s effectiveness.  

The consideration status of the groups is already discussed in paragraph 5.1.4. The group cost and 

effectiveness is based on the controls within the group.  

Table 2 

Groups Status Cost  Effectiveness 

Organizational commitment Preselected  €    3.000,00  1486 

Change management Consider  €    5.250,00  2307 

Compliance review Consider  €    1.000,00  506 

Legal department Consider  €    2.500,00  845 

External relations Consider  €       450,00  747 

Audit management Consider  €    1.500,00  550 

Information security management Consider  €    2.800,00  1745 

Information Process validation Consider  €    1.200,00  1570 

Third party service delivery management Not Applicable  €                 -    0 

Asset management Consider  €    5.400,00  3664 

Information management Consider  €    2.400,00  1650 

User management Consider  €    4.300,00  2340 

Human Resource Consider  €    1.300,00  515 

Policy enforcement Consider  €    1.600,00  645 

Education Consider  €    3.100,00  2575 

Physical security  Consider  €    5.700,00  1157 

Environmental security Consider  €    2.500,00  6 

Development Not Applicable  €                 -    0 

Backups Consider  €       750,00  528 

Continuity management Consider  €    3.700,00  423 

Digital security Consider  €    2.000,00  2155 

Network security Consider  €    3.400,00  4030 

Access Management Consider  €    3.100,00  2725 

Mobile access management Not Applicable  €                 -    0 

E-Commerce Not Applicable  €                 -    0 

Logging and Monitoring Consider  €    1.500,00  2705 

Incident management Consider  €    1.300,00  2706 

   € 59.750,00  37580 

 

5.2.2 Implementation of the binary knapsack solution  

All the control groups together cost € 59.750. This is almost double the maximum budget of € 30.000. 

So which groups should the organization add to the baseline? To answer this question: use an 

implementation of the binary knapsack solution described in chapter 2. For this example, a Java 

program was constructed. The appendix contains the Java source code. It uses the dynamic 

programming solution. This results in a solution that computes in pseudo-polynomial time. This is 

because trying all possibilities (brute force) will take considerable longer computation time (as the 
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program has to make almost 4.2 million computations,   with   being the number of groups) [27]. 

Dynamic programming is a method of solving complex problems by dividing them into smaller sub 

problems. It uses a matrix to store results of sub problems and after filling the matrix, chooses the 

optimal ‘path’. For more information, please consult the lecture slides form Dr. Steve Goddard19 or 

lecture note from Eastern Washington University20. There are also other methods21 available to solve 

the knapsack problem but the dynamic programming method is the popular choice for binary 

knapsack problems. It also provides a more than acceptable speed/result ratio, so there is no 

incentive to research other methods or solutions. The java code provided in the appendix calculates a 

solution in about 150 milliseconds on a normal desktop computer. 

5.2.3 Output 

The solutions can be selected from 22 control groups. Because of the preselecting of the 

‘Organizational commitment’ group, the available budget for the computation is € 27.000. The 

maximum is not € 30.000 because of deducting the costs of preselected groups. Afterwards the 

effectiveness of preselected groups is added to the total effectiveness of the calculation result.  The 

program output is available in the appendix. Table 3 is the selection that is the baseline security for 

the example organization. 

Table 3 

Groups Status 

Organizational commitment Pre-selected 

Change management Not Selected 

Compliance review Selected 

Legal department Not Selected 

External relations Selected 

Audit management Not Selected 

Information security management Selected 

Information Process validation Selected 

Third party service delivery management Not Applicable 

Asset management Selected 

Information management Selected 

User management Not Selected 

Human Resource Not Selected 

Policy enforcement Selected 

Education Not Selected 

Physical security  Not Selected 

Environmental security Not Selected 

Development Not Applicable 

Backups Selected 

Continuity management Not Selected 

Digital security Selected 

Network security Selected 

                                                           
19

 http://www.cse.unl.edu/~goddard/Courses/CSCE310J/Lectures/Lecture8-DynamicProgramming.pdf 
20

 http://penguin.ewu.edu/cscd316/notes/knapsack_dynamic.pdf 
21

 http://www.diku.dk/hjemmesider/ansatte/pisinger/codes.html 

http://www.cse.unl.edu/~goddard/Courses/CSCE310J/Lectures/Lecture8-DynamicProgramming.pdf
http://penguin.ewu.edu/cscd316/notes/knapsack_dynamic.pdf
http://www.diku.dk/hjemmesider/ansatte/pisinger/codes.html
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Access Management Selected 

Mobile access management Not Applicable 

E-Commerce Not Applicable 

Logging and Monitoring Selected 

Incident management Selected 

It will cost the organization € 29.900 and has an effectiveness score of 26862. 

5.3 Conclusion 
This example has shown that the solution is practical and easy to use. This thesis devised a new 

metric for expressing the effectiveness of an ISO/IEC 27002 control (group), as there was none 

readily available. The effectiveness score of a control may not be telling much at first sight, the 

calculation is simple and easily understood. This will enable organizations to do more of the 

preliminary work.  

Looking on the results of this example and the selected groups it strikes that education is not 

selected. While the calculation might exclude it from the baseline, in practice it lowers an 

organizations exposure to threats a lot. Another notable difference is that user management is not 

selected. If you look to the day to day work of information workers they use usernames and 

passwords multiple times per day. Also adding and removing users that can access information is 

harder. But you can argue that a system is already in place but does not follow the guidelines set by 

the controls of the ISO/IEC 27000-series.   

Are the results better than what an expert can select? Arguably not. As stated earlier in this thesis 

many systems have their drawback and this system is also not without drawbacks. It also suffers from 

the problem translating reality to quantitative or qualitative values. So an expert with help of 

historical data can make a better selection of controls. But when a person with less experience and 

with no or meagre historical data this solution can help to give organizations some sort of guidance 

in selecting controls for a starting point.  

  



 
 34 

6 Conclusion 
This thesis aimed to research the aspects related to selecting an information security baseline based 

on the ISO/IEC 27002 standard. It is for organizations that lack the resources for a full 

implementation of all controls. The thesis tries to find a solution for such organizations by selecting 

some of the 133 controls of the ISO/IES 27002 standard to be included in their baseline. Rather than 

just implementing the controls in order of top to bottom, the thesis tried to help organizations 

maximize information security within the budget. 

6.1 Research question 
The research question combines the focus of this thesis as follows: “Is it possible to determine the 

most effective subset of controls from the control set of the ISO/IEC 27002 standard, considering costs 

and effectiveness of a control and within the organization’s fixed budget?”  

The answer is divided into the following sub-answers: 

 Effectiveness 

 Cost 

 Grouping of controls 

6.1.1 Effectiveness 

To answer the research question we must determine effectiveness. This is probably the hardest part 

as it depends on assumptions. The thesis states that the effectiveness is determined by the amount a 

control mitigates one or more risk(s). Effectiveness is also influenced by the risk mitigated, as some 

risks present a higher risk than others. Therefore, a control that mitigates a high risk is more effective 

than a control that mitigates a low risk. In chapter 3 the thesis reviews methods that try to determine 

the effectiveness of information security controls. These methods could be useful to determine 

effectiveness but are not compatible to use them within the proposed solution. 

6.1.2 Cost 

The control cost depends on one or more of the following elements: expenses in time, education, 

money, planning, implementation, documentation, support, (yearly) license fees, (re)training of 

(new) employees, analysing the control (part of the PDCA-cycle) or other costs. Control group cost is 

the total sum of expenses for a certain period. The time period must be the same for all control 

groups.  

6.1.3 Grouping of controls 

In search for an answer, it was found that grouping controls together improved their effectiveness. 

The proposed method in this thesis groups individual but related controls together to form control 

groups. This is done to prevent certain controls to be chosen that relay on other related controls 

within. So controls within the group complement each other making the group more effective. The 

effectiveness of the subset of controls is based on the effectiveness of the individual controls within 

the subset.  

Another benefit of grouping is that it is a more natural way of implementing the controls 

incrementally. Instead of being overwhelmed by 133 controls, an organization can focus on just a few 

groups. By helping the organization to maintain focus on control implementation, the chance of 

success will increase. Grouping itself is an improvement for organizations implementing controls. By 

adding cost and an effectiveness values to the control groups it is possible to select the most 

effective groups to start with. 
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6.1.4 Proposed solution 

The proposed solution includes the threats faced by the organization to determine the effectiveness 

of a control. First a list of threats must be created. Using available resources from within the 

organization and resources from business and information security reports, the threats can be found. 

Next step is to determine the threat’s risk ‘weight’. This is based on the risk analyse and can range 

from 1 to 100 where 1 is a very low risk and 100 a very high risk. These scores are based on 

assumptions so they can misrepresent reality.  

The proposed solution also includes a monetary unit for cost as this is a unit that everybody 

understands. It is precise and costs can be calculated. Adding all the costs for implementation, 

maintenance, etcetera together and the cost is sufficiently correct to be used in the proposed 

solution. 

Scoring how effective a control is in mitigating a risk is kept very simple. It is divided into 3 

categories, either ‘direct risk reduction’ expressed as 3 points, ‘collateral risk reduction’ expressed as 

1 point or ‘no risk reduction’ expressed as 0 points. 

6.1.4.1 Example 

Chapter 5 is an example of the proposed solution and uses reports on information security threats to 

determine the biggest threats faced by organizations today. The control cost and effectiveness is also 

determined in the example. Organizations can use the results of this example to improve their 

information security more efficiently. It is still advised that organizations carry out their own baseline 

selection process. 

6.2 Reflection on the proposed solution 
As stated at the end of chapter 5, this solution will not replace information security professionals on 

ISMS implementation and operation. It still has some of the same drawback as other discussed 

methods in chapter 3. The problem remains of finding meaningful values to express reality of the 

state of information security. When lacking historical data and expertise, it can help the organization 

selecting controls for the ISMS. The solution can help to get the discussion going and help lesser 

experienced information security professionals. 

Combining controls into groups that complement each other is probably the most useful result of this 

thesis. The ISO/IEC27002 standard groups controls but also states that their grouping is not an 

advised implementation plan. Organization must determine their own set of controls to start with 

tailored to their needs and wishes. By grouping controls on their intended purpose and combining 

complimenting controls will increase effectiveness for example user management. The increase in 

control effectiveness is for the implementation period of the ISMS. After all controls are 

implemented (or otherwise satisfied) then the effectiveness benefit of grouping no longer applies. 

This is because the PDCA-cycle and other standards in the ISO/IEC 27000-series will take care of 

determining effectiveness.  

In conclusion, the use of the binary knapsack problem as a solution to find the most effective set of 

controls within a fixed budget is only as useful as its input. And getting meaningful values as input is 

still the hardest part of this solution or other effectiveness methods. An expert’s opinion together 

with a risk assessment will probably provide an equal effective selection of controls when there is a 

way found to provide the solution with meaningful values. 
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6.3 Further research 
The proposed answer only accepts one cost and effectiveness value for a single control. It is possible 

to extend the method for accepting multiple versions of a control. For example a cheaper alternative 

with a lower effectiveness score can still fit within the budget so is included in the baseline. Or as 

some organizations already have some information security controls in place but a more efficient 

control is considered. Multiple or existing controls are not within the scope of this thesis but further 

research could extend the proposed method to include multiple and/or existing controls. 

Fine tuning the threat score is another subject for further research. Further research probably could 

help to fine tune the risk scores by providing a scoring system or a more concrete with less 

assumptions for the threats. 
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8 Appendix 

8.1 Reports  
A few organizations publish reports and surveys conducted on the field of information security. For 

this chapter,  the following are used; (1) Verizon’s data breach investigation report, (2) SANS’s The 

Top Cyber Security Risks, (3) Sophos’s Security threat report: 2009, 2008, (4) CSI Computer Crime and 

Security Survey, (5) BERR’s Information Security Breaches Survey, (6) CIO Magazine’s The global state 

of information security, and (7) Symantec Global Internet Security Threat Report. 

8.1.1 Verizon’s data breach investigation report 

Verizon divides threat sources into three categories in its data breach report; (1) external, (2) internal 

and (3) partner.  

 Source: Verizon’s data breach investigation report, Page 8 

External sources of breaches are the most common (74%) followed by partner (32%) and internal 

(20%) sources. The percentages exceed 100 % due that breaches can use a variety of sources.  

8.1.1.1 Source of risks 

The main source for external risk is organized crime (91%). Known individuals make up the other 

identified source.  

Based on the dataset, users and administrators make up the main sources for internal risks. Two-

thirds of the reported incidents are deliberate actions. Less common is senior management and 

undisclosed sources. Surprisingly there are no reported data breaches by agents/spy or temporary 

staff.  

Sources from partners are mostly due to compromised systems because of negligent security 

practice of the third party that allowed the attack. A lesser source is deliberate actions by the remote 

IT administrator.  

  

External: External threats originate from sources outside the organization. Examples include hackers, 

organized crime groups, and government entities, as well as environmental events such as weather and 

earthquakes. Typically, no trust or privilege is implied for external entities. 

Internal: Internal threat sources are those originating from within the organization. This encompasses 

human assets company executives, employees and interns—as well as other assets such as physical 

facilities and information systems. Most insiders are trusted to a certain degree and some, IT 

administrators in particular, have high levels of access and privilege. 

Partner: Partners include any third party sharing a business relationship with the organization. This 

value chain of partners, vendors, suppliers, contractors, and customers is known as the extended 

enterprise. Information exchange is the lifeblood of the extended enterprise, and, for this reason, some 

level of trust and privilege is usually implied between business partners. 
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8.1.1.2 Categories in data breaches 

The report defines seven threat and attack categories; (1) Hacking and intrusion (2) Malware (3) 

Misuse and abuse (4) Deceit and social attacks (5) Physical (6) Errors and omissions (7) Environment. 

The first two categories are the most frequent. An error is seldom the cause of a breach but often the 

facilitator. The report describes a stereotypical breach scenario: “the attacker takes advantage of 

some mistake committed by the victim, hacks into the network, and installs malware on a system to 

collect data”.  

The three most common threat categories are; (1) hacking and intrusions, (2) Malware and (3) error 

and omissions. A detailed description of the categories is below. 

8.1.1.3 Hacking and intrusion 

Hackers have many tools at their disposal. They are not constrained by access privileges or physical 

proximity. Hackers use bad management of identity and passwords to their advantage, as this is used 

the most in exploits. The second largest exploit is SQL injection. The main reason is that user input is 

not correctly processed. Encrypting a database will have limited effect against SQL injection as it is 

misusing access. Hacks trough applications are more common than trough operating systems. In 

addition, attacks become more sophisticated. Hackers are also exploiting applications that have no 

proper patches applied. The exploited applications had a patch available for more than six months. It 

seems that a good patch deployment with the focus on coverage and consistency is more important 

than speed.  

8.1.1.4 Malware 

Malware is more and more a tool to commit a data breach. Hacking gains access but malware 

maintains the access by minimizing the chance of detection and maximizes the amount of stolen 

data. In 89% of the cases, an attacker installed malware on a compromised system. Other sources of 

malware are “drive-by” downloads (no user interaction), implicit user action (disguised malware) of 

explicit user action. 

8.1.1.5 Errors and omissions 

As stated above, in most cases of a data breach, errors and omissions facilitate a breach. An omission 

occurs when an organization has a policy but fails to follow it. An error is lacking an adequate security 

measure. A misconfiguration is a more active form of error during deployment of administration of a 

system. [28]  
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8.1.1.6 Conclusion and recommendations 

 Align process with policy  

 Achieve essential, and the worry about excellent 

 Secure business partner connections 

 Create a data retention plan 

 Control data with transaction zones 

 Monitor event logs 

 Create an Incident Response Plan 

 Increase awareness 

 Engage in mock incident testing 

 Changing default credentials is key 

 Avoid shared credentials 

 User account review 

 Application testing and code review 

 Smarter patch management strategies 

 Human resources termination procedures 

 Enable application logs and monitor them 

 Define “suspicious” and “anomalous” (then look for whatever “it” is) 

8.1.2 SANS’s The Top Security Risks 

The top cyber security risk is unpatched client-side software. Attackers exploit the client’s 

vulnerabilities via emailing (spamming) infected files and compromising (trusted) sites. The exploiters 

aim on commonly used programs such as Adobe PDF Reader and Microsoft Office. After a successful 

infection, an infected machine propagates the infection and compromise other computers and 

servers. Major organizations patch operating systems faster and more frequent than client-side 

software, while operation systems have less remotely exploitable vulnerabilities and thus forming a 

lower priority to hacker then software. 

Internet-connected web applications are the second highest security risk. The aim is to exploit 

trusted web sites and convert them into malicious websites serving content that contains exploits. 

SQL injection and Cross-Site Scripting flaw exploitation is the most common attack against web 

applications. Most infections go unnoticed by the web site owners and become unwitting tools in 

infecting visitors. While not explicitly related to the risk that web applications face is the worldwide 

increase of zero-day vulnerabilities over the past three years. Multiple independent teams that are 

discovering vulnerabilities at different times measure this. In some cases, vulnerabilities go 

unpatched for as long as two years. [29] 

8.1.3 Sophos’s Security threat report: 2009 

This report states that most cybercrime uses compromised websites as their primary route as email 

gateways get more secure. The attacks aim to steal information and resources. Cybercriminals are 

motivated mainly by financial gain and less by politics and religion. Another potential risk is 

disgruntled employees with the mounting job losses. State-sponsored cybercrime is rising and mainly 

focused on spying to get a political, commercial and military advantage.  

While most malware still targets Microsoft Windows, cybercriminals are turning more and more to 

other operating systems and cross-platform software like Adobe Flash and PDF. Apple users should 

start to be wary because of the increase in market share and get more attention from cybercriminals. 
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Organizations are still negligent with protection of their confidential data and so data leakages are 

more frequent. 

Automated systems developed by cybercriminals, search the internet using search engines to find 

vulnerable sites. Sites are rarely target specifically. Cybercriminals also setup malicious sites and post 

links to these sites to spread scareware or rogueware. This malicious malware uses the growing fear 

of spyware and viruses as they pose to be anti-spyware or anti-virus software. Spam is another form 

of an automated threat. Spam is responsible for 97% of all business email. Marketing, stealing 

accounts information or to con other users is still the focus of spam. 

Another problem is the growing user resistance against protection or policy systems that blocked 

social network or video websites. Users start to use anonymizing proxies to obfuscate their surfing 

and subvert filtering. These proxies are sometimes malicious and circumvent the security 

infrastructure to infect the organization. In addition, social networks can spread malware. For 

example; email threats, private messages on social network can contain malicious attachments and 

links. Spam also appears on blogs and social networks. 

Improved mobility also poses challenges to security and the focus of security must be more than just 

email and web gateways. The mobility and collaborative work environment makes data protection 

more challenging. Encrypt data carriers is the most important step as is erasing discarded data 

carriers. [30] 

8.1.4  CSI Computer Crime and Security Survey 

Key findings in this survey are that the most expensive computer security incidents were those that 

involved financial fraud. The second most expensive was dealing with “bot” networks. Another 

finding was that viruses are the most common threat the respondents faced, followed by insider 

abuse, laptop theft, unauthorized access, denial of service and instant messaging abuse. 27% of the 

respondents noticed targeted attacks, malware exclusively aimed at their organization or at their 

industry. Organizations rely less and less on common security components like anti-virus or firewalls 

to protect them as viruses and malware are more sophisticated and organizations face more targeted 

attacks. The survey also notes that the lack of checking available logs is a huge factor that causes 

attackers to be more successful. [21] 

8.1.5 BERR’s Information Security Breaches Survey 2008 

This survey has six types of security incidents; (1) viruses or other malicious software (2) staff misuse 

of information (3) attacks by an unauthorized outsider (4) theft or fraud involving computers (5) 

system failure or data corruption (6) any security incident. [1] 

8.1.6 CIO Magazine’s ‘The global state of information security’ 

This report has made a distinction between method and source. Most common methods are 

unknown (44%); known methods are network (20%), application (17%), data (16%), system (15%) and 

human (15%). The source of the incident is usually unknown (42%). Employees (34%) and former 

employees (16%) together remain the biggest threat. Other sources are hackers (28%), business 

partner (15%), customer (8%), other (8%) and last, terrorist/foreign government (4%). Organizations 

discover incidents through server or firewall files and logs (39%), intrusion detection/prevention 

system (37%) and colleague (36%). [31] 
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8.1.7 Symantec Global Internet Security Threat Report 

Internet threats are the focus of this report. The reported threats are not only for organizations, also 

reported are threats that consumers face. The reported causes of data breaches are only in relation 

with identity theft. Because of this viewpoint, theft or loss of a data carrier is the main cause (48%). 

The second cause is an insecure policy (21%) and third is hackers (17%). The residual causes are 

insiders (7%), unknown causes (7%) and fraud (1%). [32] 
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8.2 Java code 
The java code is a modified version of code available on the website http://www.rosettacode.org. 

The specific code is available at http://rosettacode.org/wiki/Knapsack_problem/0-1 under the GNU 

Free Documentation License 1.222. The Eclipse IDE compiled the code23. 

8.2.1 Selection.java 

package baseline.selection; 

 

import baseline.Baseline; 

import obj.Control; 

import java.util.*; 

import java.text.*; 

  

public class Selection { 

  

    public Selection() { 
        Baseline baseselect = new Baseline(27000); // euro 30000 minus 3000 for preselected 

group 

  
        // making the list of control groups for baseline selection 

        baseselect.add("Change management",    5250,   2307); 

        baseselect.add("Compliance review",    1000,   506); 

        baseselect.add("Legal department",     2500,   845); 

        baseselect.add("External relations",   450,    747); 

        baseselect.add("Audit management",     1500,   550); 

        baseselect.add("Information security management",      2800,   1745); 

        baseselect.add("Information Process validation",       1200,   1570); 

        baseselect.add("Asset management",     5400,   3664); 

        baseselect.add("Information management",       2400,   1650); 

        baseselect.add("User management",      4300,   2340); 

        baseselect.add("Human Resource",       1300,   515); 

        baseselect.add("Policy enforcement",   1600,   645); 

        baseselect.add("Education",    3100,   2575); 

        baseselect.add("Physical security",    5700,   1157); 

        baseselect.add("Environmental security",       2500,   6); 

        baseselect.add("Backups",      750,    528); 

        baseselect.add("Continuity management",        3700,   423); 

        baseselect.add("Digital security",     2000,   2155); 

        baseselect.add("Network security",     3400,   4030); 

        baseselect.add("Access Management",    3100,   2725); 

        baseselect.add("Logging and Monitoring",       1500,   2705); 

        baseselect.add("Incident management",  1300,   2706); 

 

  
        // calculate the solution: 

        List<Control> itemList = baseselect.calcSolution(); 

  
        // write out the solution in the standard output 

        if (baseselect.isCalculated()) { 

            NumberFormat nf  = NumberFormat.getInstance(); 

  

            System.out.println( 

                "Maximal cost          = " + 

                nf.format(baseselect.getMaxCost()) + " eur" 

                                                           
22

 http://www.gnu.org/licenses/fdl-1.2.html 
23

 http://www.eclipse.org/ 

http://www.rosettacode.org/
http://rosettacode.org/wiki/Knapsack_problem/0-1
http://www.gnu.org/licenses/fdl-1.2.html
http://www.eclipse.org/
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            ); 

            System.out.println( 

                "Total baseline cost   = " + 

                nf.format(baseselect.getSolutionCost()) + " eur" 

            ); 

            System.out.println( 

                "Total effectiveness   = " + 

                baseselect.getProfit() 

            ); 

            System.out.println(); 

            System.out.println( 

                "The baseline comprises the following controls: " ); 

            for (Control item : itemList) { 

                if (item.getInKnapsack() == 1) { 

                    System.out.format( 

                        "%1$-35s %2$-4s %3$-5s %4$-20s \n", 

                        item.getName(), 

                        item.getCost(), "eur  ", 

                        "(effectiveness = " + item.getEffectiveness() + ")" 

                    ); 

                } 

            } 

        } else { 

            System.out.println( 

                "The problem is not solved. " + 

                "Maybe you gave wrong data." 

            ); 

        } 

  

    } 

  

    public static void main(String[] args) { 

        new Selection(); 

    } 

  

} // class 

8.2.2 Baseline.java 

package baseline; 

 

import obj.Control; 

import java.util.*; 

  

public class Baseline { 

  

    private List<Control> controlList  = new ArrayList<Control>(); 

    private int maxCost        = 0; 

    private int solutionCost   = 0; 

    private int profit           = 0; 

    private boolean calculated   = false; 

  

    public Baseline() {} 

  

    public Baseline(int _maxCost) { 

        setMaxCost(_maxCost); 

    } 

  
    // calculate the solution of 0-1 knapsack problem with dynamic method: 

    public List<Control> calcSolution() { 
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        int n = controlList.size(); 

  

        setInitialStateForCalculation(); 

         

        if (n > 0  &&  maxCost > 0) { 

            List< List<Integer> > c = new ArrayList< List<Integer> >(); 

            List<Integer> curr = new ArrayList<Integer>(); 

  

            c.add(curr); 

            for (int j = 0; j <= maxCost; j++) 

                curr.add(0); 

            for (int i = 1; i <= n; i++) { 

                List<Integer> prev = curr; 

                c.add(curr = new ArrayList<Integer>()); 

                for (int j = 0; j <= maxCost; j++) { 

                    if (j > 0) { 

                        int wH = controlList.get(i-1).getCost(); 

                        curr.add( 

                            (wH > j) 

                            ? 

                            prev.get(j) 

                            : 

                            Math.max( 

                                prev.get(j), 

                                controlList.get(i-1).getEffectiveness() + prev.get(j-wH) 

                            ) 

                        ); 

                    } else { 

                        curr.add(0); 

                    } 
                } // for (j...) 

            } // for (i...) 

            profit = curr.get(maxCost); 

  

            for (int i = n, j = maxCost; i > 0  &&  j >= 0; i--) { 

                int tempI   = c.get(i).get(j); 

                int tempI_1 = c.get(i-1).get(j); 

                if ( 

                    (i == 0  &&  tempI > 0) 

                    || 

                    (i > 0  &&  tempI != tempI_1) 

                ) 

                { 

                    Control iH = controlList.get(i-1); 

                    int  wH = iH.getCost(); 

                    iH.setInKnapsack(1); 

                    j -= wH; 

                    solutionCost += wH; 

                } 
            } // for() 

            calculated = true; 
        } // if() 

        return controlList; 

    } 

  
    // add an control to the control list 

    public void add(String name, int weight, int value) { 

        if (name.equals("")) 

            name = "" + (controlList.size() + 1); 
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                else controlList.add(new Control(name, weight, value)); 

        setInitialStateForCalculation(); 

    } 

  

    public int getProfit() { 

        if (!calculated) 

            calcSolution(); 

        return profit; 

    } 

  

    public int getSolutionCost() {return solutionCost;} 

    public boolean isCalculated() {return calculated;} 

    public int getMaxCost() {return maxCost;} 

  

    public void setMaxCost(int _maxCost) { 

        maxCost = Math.max(_maxCost, 0); 

    } 

  

    public void setControlList(List<Control> _controlList) { 

        if (_controlList != null) { 

            controlList = _controlList; 

            for (Control item : _controlList) { 

                item.checkMembers(); 

            } 

        } 

    } 

  
    // set the member with name "inKnapsack" by all items: 

    private void setInKnapsackByAll(int inKnapsack) { 

        for (Control item : controlList) 

            if (inKnapsack > 0) 

                item.setInKnapsack(1); 

            else 

                item.setInKnapsack(0); 

    } 

  
    // set the data members of class in the state of starting the calculation: 

    private void setInitialStateForCalculation() { 

        setInKnapsackByAll(0); 

        calculated     = false; 

        profit         = 0; 

        solutionCost = 0; 

    } 

  

} // class 

8.2.3 Control.java 

package obj; 

 

public class Control { 

         

    private String name        = ""; 

    private int cost                   = 0; 

    private int effectiveness = 0; 

    private int bounding       = 1; // Group can only be selected once 

    private int inKnapsack     = 0; // Added to knapsack or not 

  

    public Control() {} 
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    public Control(String _name, int _cost, int _effectiveness) { 

        setName(_name); 

        setCost(_cost); 

        setEffectiveness(_effectiveness); 

    } 

  

     

    public void setName(String _name) {name = _name;} 

    public void setCost(int _cost) {cost = Math.max(_cost, 0);} 

    public void setEffectiveness(int _effectiveness) {effectiveness = 

Math.max(_effectiveness, 0);} 

  

    public void setInKnapsack(int _inKnapsack) { 

        inKnapsack = Math.min(getBounding(), Math.max(_inKnapsack, 0)); 

    } 

  

    public void setBounding(int _bounding) { 

        bounding = Math.max(_bounding, 0); 

        if (bounding == 0) 

            inKnapsack = 0; 

    } 

  

    public void checkMembers() { 

        setCost(cost); 

        setEffectiveness(effectiveness); 

        setBounding(bounding); 

        setInKnapsack(inKnapsack); 

    } 

  

    public String getName() {return name;} 

    public int getCost() {return cost;} 

    public int getEffectiveness() {return effectiveness;} 

    public int getInKnapsack() {return inKnapsack;} 

    public int getBounding() {return bounding;} 

  
} // class 

8.2.4 Output 
Maximal cost          = 27.000 eur 

Total baseline cost   = 26.900 eur 

Total effectiveness   = 2347 

 

The baseline comprises the following controls:  

Compliance review                   1000 eur   (effectiveness = 47)  

External relations                  450  eur   (effectiveness = 70)  

Information security management     2800 eur   (effectiveness = 162)  

Information Process validation      1200 eur   (effectiveness = 135)  

Asset management                    5400 eur   (effectiveness = 377)  

Information management              2400 eur   (effectiveness = 156)  

Policy enforcement                  1600 eur   (effectiveness = 68)  

Backups                             750  eur   (effectiveness = 54)  

Digital security                    2000 eur   (effectiveness = 184)  

Network security                    3400 eur   (effectiveness = 335)  

Access Management                   3100 eur   (effectiveness = 261)  

Logging and Monitoring              1500 eur   (effectiveness = 251)  

Incident management                 1300 eur   (effectiveness = 247) 
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8.3 Example input field 

        100 90 70 50 30 25 10 1  

  
   

T1 T2 T3 T4 T5 T6 T7 T8  

  

C
o

n
tro

ls 

C
o

st 

Effectiven
ess 

h
acke

rs 

viru
ses/ 

m
alw

are 

erro
rs 

Lo
ss o

f 

in
fo

rm
atio

n
 

d
elib

erate
 

in
sid

ers 

accid
en

tal 
in

sid
ers 

p
artn

er 

n
atu

ral even
ts 

 

  Organizational commitment                    

  5.1.1   €      1.000,00  556 1 1 1 3 3 1 3 1  

  5.1.2   €          200,00  210 
  

3 
     

 

  6.1.1   €          750,00  135 
   

1 
 

3 1 
 

 

  6.1.2   €          500,00  120 
  

1 1 
    

 

  6.1.3   €          300,00  205 1 
  

1 1 1 
  

 

  12.3.1   €          250,00  260 1 
  

3 
  

1 
 

 

  Preselected  €      3.000,00  1486 
        

 

  
           

 

  Change management                    

  6.1.4   €          250,00  161 
  

1 1 1 
 

1 1  

  10.1.2   €      1.000,00  476 1 1 3 1 
 

1 
 

1  

  10.3.2   €          200,00  315 
  

3 
 

1 3 
  

 

  12.1.1   €          800,00  340 1 1 1 1 1 
   

 

  12.4.1   €          500,00  235 
  

3 
  

1 
  

 

  12.5.1   €      1.500,00  425 1 1 3 
  

1 
  

 

  12.5.2   €          500,00  250 
  

3 
 

1 
 

1 
 

 

  12.5.3   €          500,00  105 
  

1 
  

1 1 
 

 

  Consider  €      5.250,00  2307 
        

 

  
           

 

  Compliance review                    

  15.2.1   €          400,00  260 
  

3 1 
    

 

  15.2.2   €          600,00  246 
  

3 
  

1 1 1  

  Consider  €      1.000,00  506 
        

 

  
           

 

  Legal department                    

  6.1.5   €      1.000,00  335 
  

1 3 1 3 1 
 

 

  15.1.1   €      1.000,00  255 1 1 
  

1 1 1 
 

 

  15.1.6   €          500,00  255 1 
 

1 
 

1 1 3 
 

 

  Consider  €      2.500,00  845 
        

 

  
           

 

  External relations                    

  6.1.6   €          150,00  191 1 
  

1 1 
 

1 1  

  6.1.7   €          300,00  556 1 3 1 1 1 1 1 1  

  Consider  €          450,00  747 
        

 

  
           

 

  Audit management                    

  6.1.8   €          500,00  260 
  

3 1 
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  15.3.1   €          500,00  70 
  

1 
     

 

  15.3.2   €          500,00  220 
  

1 3 
    

 

  Consider  €      1.500,00  550 
        

 

  
           

 

  Information security management                   

  6.2.2   €          500,00  340 1 1 
 

3 
    

 

  12.5.4   €          700,00  395 1 1 
 

3 1 1 
  

 

  15.1.2   €          300,00  275   1 3 1 1    

  15.1.3   €          700,00  340 1 1 
 

3 
    

 

  15.1.4   €          600,00  395 1 1 
 

3 1 1 
  

 

  Consider  €      2.800,00  1745 
        

 

  
           

 

  Information Process validation                    

  12.2.1   €          400,00  460 1 1 3 1 
  

1 
 

 

  12.2.2   €          200,00  300 
 

1 3 
     

 

  12.2.3   €          200,00  350 
 

1 3 1 
    

 

  12.2.4   €          400,00  460 1 1 3 1 
  

1 
 

 

  Consider  €      1.200,00  1570 
        

 

  
           

 

  Third party service delivery management   

  6.2.1  
 

0 
        

 

  6.2.3  
 

0 
        

 

  10.2.1  
 

0 
        

 

  10.2.2  
 

0 
        

 

  10.2.3  
 

0 
        

 

  10.8.2    0 
        

 

  Not Applicable  €                   -    0 
        

 

  
           

 

  Asset management                    

  7.1.1   €      1.500,00  376 1 1 
 

3 
 

1 1 1  

  7.1.2   €          300,00  478 
  

3 3 1 3 1 3  

  7.1.3   €          500,00  235 
  

1 1 1 3 1 
 

 

  8.3.2   €          200,00  445 1 1 
 

3 1 3 
  

 

  9.2.4   €          200,00  296 
  

3 1 
 

1 1 1  

  9.2.5   €          400,00  285 
   

3 1 3 3 
 

 

  9.2.6   €          200,00  180 
   

3 1 
   

 

  9.2.7   €          200,00  85 
   

1 
 

1 1 
 

 

  10.7.2   €          200,00  85 
   

1 
 

1 1 
 

 

  10.8.3   €          200,00  348 
  

1 3 3 1 1 3  

  11.4.3   €      1.000,00  590 1 1 3 3 1 
 

1 
 

 

  12.6.1   €          500,00  261 
  

3 1 
   

1  

  Consider  €      5.400,00  3664 
        

 

  
           

 

  Information management                    

  7.2.1   €          400,00  270 
  

3 1 
  

1 
 

 

  7.2.2   €          400,00  300 
  

3 1 1 
 

1 
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  10.7.1   €          400,00  250 
  

1 3 1 
   

 

  10.7.3   €          400,00  300 
  

3 1 1 
 

1 
 

 

  10.8.1   €          400,00  260 
  

3 1 
    

 

  10.8.5   €          400,00  270 
  

3 1 
  

1 
 

 

  Consider  €      2.400,00  1650 
        

 

  
           

 

  User management                    

  8.1.1   €          400,00  285 1 
 

1 
 

3 1 
  

 

  8.3.3   €          200,00  365 1 1 
 

1 3 1 1 
 

 

  11.2.1   €          200,00  80 
  

1 
   

1 
 

 

  11.2.2   €          400,00  490 1 1 3 
 

3 
   

 

  11.2.3   €          700,00  225 1 1 
   

1 1 
 

 

  11.3.1   €          400,00  395 1 1 
 

3 1 1 
  

 

  11.3.3   €          600,00  115 
    

3 1 
  

 

  11.5.2   €          700,00  230 1 1 
  

1 
 

1 
 

 

  11.5.3   €          700,00  155 1 
   

1 1 
  

 

  Consider  €      4.300,00  2340 
        

 

  
           

 

  Human Resource                    

  8.1.2   €          500,00  115 
   

1 1 1 1 
 

 

  8.1.3   €          500,00  235 
  

1 
 

3 3 
  

 

  8.3.1   €          300,00  165 
   

1 3 1 
  

 

  Consider  €      1.300,00  515 
        

 

  
           

 

  Policy enforcement                    

  8.2.1   €          400,00  150 
  

1 1 1 
   

 

  8.2.3   €          400,00  235 
  

1 1 3 1 
  

 

  15.1.5   €          800,00  260 
  

1 3 1 
 

1 
 

 

  Consider  €      1.600,00  645 
        

 

  
           

 

  Education                      

  8.2.2   €      2.000,00  945 3 3 3 1 1 3 1 
 

 

  10.1.1   €          700,00  1045 3 3 3 3 1 3 1 
 

 

  11.3.2   €          400,00  585 1 1 1 3 3 3 1 
 

 

  Consider  €      3.100,00  2575 
        

 

  
           

 

  Physical security                     

  9.1.1   €      1.500,00  126 
    

3 1 1 1  

  9.1.2   €      1.000,00  176 
   

1 3 1 1 1  

  9.1.3   €      1.000,00  245 
   

1 3 3 3 
 

 

  9.1.5   €          200,00  195 
    

3 3 3 
 

 

  9.1.6   €          500,00  125 
    

3 1 1 
 

 

  9.2.1   €          500,00  175 
   

1 3 1 1 
 

 

  9.2.3   €      1.000,00  115 
   

1 1 1 1 
 

 

  Consider  €      5.700,00  1157 
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  Environmental security                    

  9.1.4   €      1.500,00  3 
       

3  

  9.2.2   €      1.000,00  3 
       

3  

  Consider  €      2.500,00  6 
        

 

  
           

 

  Development                    

  10.1.4  
 

0 
        

 

  12.4.2  
 

0 
        

 

  12.4.3  
 

0 
        

 

  12.5.5    0 
        

 

  Not Applicable  €                   -    0 
        

 

  
           

 

  Backups                      

  10.5.1   €          750,00  528 1 1 1 3 1 3 1 3  

  Consider  €          750,00  528 
        

 

  
           

 

  Continuity management                    

  10.3.1   €          500,00  60 
   

1 
  

1 
 

 

  14.1.2   €          700,00  81 
  

1 
   

1 1  

  14.1.3   €          600,00  123 
  

1 1 
   

3  

  14.1.4   €          800,00  53 
   

1 
   

3  

  14.1.5   €          600,00  53 
   

1 
   

3  

  14.1.1   €          500,00  53 
   

1 
   

3  

  Consider  €      3.700,00  423 
        

 

  
           

 

  Digital security                    

  10.4.1   €          600,00  440 1 3 1 
     

 

  10.4.2   €          600,00  440 1 3 1 
     

 

  10.8.4   €          200,00  520 1 3 
 

3 
    

 

  11.5.4   €          200,00  400 1 1 3 
     

 

  12.3.2   €          400,00  355 
 

1 
 

3 1 3 1 
 

 

  Consider  €      2.000,00  2155 
        

 

  
           

 

  Network security                    

  11.4.4   €          600,00  640 3 3 1 
     

 

  11.4.5   €          400,00  705 3 3 1 
 

1 1 1 
 

 

  11.4.6   €          400,00  460 3 1 1 
     

 

  11.4.7   €          500,00  510 3 1 1 1 
    

 

  10.6.1   €          500,00  460 3 1 1 
     

 

  10.6.2   €          600,00  500 3 1 1 
 

1 
 

1 
 

 

  11.6.2   €          400,00  755 3 3 1 1 1 1 1 
 

 

  Consider  €      3.400,00  4030 
        

 

  
           

 

  Access Management                    

  10.1.3   €          300,00  375 1 1 1 1 1 1 1 
 

 

  10.7.4   €          200,00  160 
  

1 1 1 
 

1 
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  11.1.1   €          400,00  425 1 
 

1 3 1 3 
  

 

  11.2.4   €          400,00  475 1 
 

3 1 1 3 1 
 

 

  11.4.1   €          400,00  305 1 1 
 

1 1 1 1 
 

 

  11.5.1   €          500,00  230 1 
 

1 
 

1 
 

3 
 

 

  11.5.5   €          200,00  160 
 

1 1 
     

 

  11.5.6   €          200,00  220 1 1 
  

1 
   

 

  11.6.1   €          500,00  375 1 
 

1 3 1 1 
  

 

  Consider  €      3.100,00  2725 
        

 

  
           

 

  Mobile access management                    

  11.4.2  
 

0 
        

 

  11.7.1  
 

0 
        

 

  11.7.2    0 
        

 

  Not Applicable  €                   -    0 
        

 

  
           

 

  E-Commerce                      

  10.9.1  
 

0 
        

 

  10.9.2  
 

0 
        

 

  10.9.3    0 
        

 

  Not Applicable  €                   -    0 
        

 

  
           

 

  Logging and Monitoring                    

  10.10.1  €          200,00  515 1 1 3 1 1 1 1 
 

 

  10.10.2  €          200,00  635 3 1 
 

1 3 3 3 
 

 

  10.10.3  €          600,00  675 3 1 1 3 1 1 1 
 

 

  10.10.4  €          200,00  250 1 
  

3 
    

 

  10.10.5  €          200,00  480 1 1 3 1 1 
   

 

  10.10.6  €          100,00  150 
   

3 
    

 

  Consider  €      1.500,00  2705 
        

 

  
           

 

  Incident management                    

  13.1.1   €          200,00  615 1 1 3 3 1 1 1 
 

 

  13.1.2   €          200,00  255 1 1 
  

1 1 1 
 

 

  13.2.1   €          200,00  515 1 1 3 1 1 1 1 
 

 

  13.2.2   €          200,00  515 1 1 3 1 1 1 1 
 

 

  13.2.3   €          500,00  806 3 3 1 1 1 3 1 1  

  Consider  €      1.300,00  2706 
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