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Abstract

The development of software for the public sector brings a number of
challenges with it. Current development methods can handle some of the
these challenges, while some challenges cannot be handled or could be
handled better. If errors occur during the development or implementation
of a system the consequences could be severe, even to the point where
the system will not be used in the end. The core of the problems is a
lack of control over the development process. To solve this problem and
the challenges that accompany it, an addition to current development
methods is proposed. This addition shows how the use of models can help
to structure the development process. This may increase the chance for
successful implementation.

The interoperability model can be used to create the structure in this
process. This model brings the organization, the development team and the
infrastructure suppliers together. All these groups are required to ensure a
successful implementation of the software system.
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Chapter 1

Introduction

1.1 Problem Definition

In the development of software for the public sector there are multiple
stakeholders involved, each with different needs and values. Consensus
about the problem definition(the problem the software is suppose to solve)
is a prerequisite of getting consensus about the solution. You need to know
what to problem is, in order to solve the problem[38].

Even if the problem is clear, the solution might not be. Some goals
are hard to quantify. For example, it is hard to quantify what positive
acceptance is and how it is a success factor in the development of an
Information System. The answer to this question is different for every
system. Getting positive acceptance from the public is not as straight
forward as implementing a certain feature after which the system will
receive positive support. It is not possible to know for certain what the
public will see as positive, during the development process this could even
change [18]. When there is news about a data leakage, security requirements
can get more strict in order to convince the public of the safety of their
personal data, so the answer of what positive support is can easily change.

This inherent complexity has many more causes. A more detailed
explanation about the challenges in developing software for the public
sector can be found in Chapter 3 on page 16. In 2013 an estimate of $450
billion was spent worldwide on information technology. With a market this
large, benefits of developing more efficiently could be enormous.
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This thesis will look at how software development for the public sector
can be further structured. The goal is to maximize the chances for
successful software development. New possibilities for structuring can help
the development process. A good structure will help organizations in the
development process. It will enable the organization to overcome challenges.

The research question is: How can the use of models help structure the
development of software for the public sector?

1.2 Research Methodology

The research is done in three phases. The first phase includes a literature
study, the results are combined with information from practice. In the
second phase the results are combined and a solution is presented. In the
third phase, the solution is verified and validated.

1.2.1 Development methods

The literature study starts with a search for the three most used development
methods. These three methods will be discussed in detail. A fourth method,
derived from practice, is added. This method is in use by a software
development team, that develops software for the public sector. This results
in a total of four development methods.

The interviews are conducted with stakeholders and team members, from
a project where software used in the national cancer screening program,
is developed. Different stakeholders are interviewed to create a complete
picture of the situation. This allows for multiple views on the same situation.
To maximize the amount of information that is gathered, the interviews are
semi-structured. This structure ensures the research is conducted in a sound
scientific manner. At the same time it enables enough flexibility to gather
as much information as possible.

The interviews will first be transcribed and then coded. The codes are
created using a thematic approach. This method ensures a structured way
of identifying challenges that have risen during the software development.
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1.2.2 Model based Development

The next part of the literary study focuses on model based development.
Research is done on how models can be used in software development and
what some of the methods are on how to use these models.

1.2.3 Challenges in public sector

To answer the question of how to improve the software development process
a few steps need to be taken. The first step is, clarifying the challenges when
developing software for the public sector. This part of the study focuses on
finding challenges in existing literature. The results will be a set of challenges
that need to be handled. This could increase the chance for the successful
development of software for the public sector.

The next phase will analyze each development method on how it handles
the found challenges. All methods are systematically checked on if and how
they handle each of the found challenges. This will result in a comparison
between development methods. It will show what method can cope with
these challenges most effectively.

1.2.4 Improving the handling of challenges

The challenges found in the previous phase that can be handled better are
reviewed. The start of this review is why this method does not cope with
this challenge. The results of this are converted into requirements for the
solution. The requirements are the basis for the presented solution. The
solution is designed to be added to the development method found in the
previous phase.

To verify the proposed solution, arguments are presented why this
solution is correct. At the same time it is argued why the solution will work
when implemented in the development method.

1.2.5 Validation of development method

To assess the validity of this research, interviews are conducted. The aim
is to check if the theoretical challenges, when developing software for the
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public sector, exist in practice. At the same time this information is used to
validate the suggested solution. It is assessed whether these will improve the
software development process. The interviews in this phase are conducted
with domain experts. The experience of the experts gathered during their
careers is used to verify the quality of the solution. The results of this
verification will be incorporated in the final method.
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Chapter 2

Software Development

There are numerous approaches to software development. What approaches
are used and how can they contribute to the successful development of a
software system?

2.1 Development Methods

In this follow literary comparison the three most used software development
methods are explained. The most used development methods are derived
from research of Vijayasarathy and Butler(2016)[39]. According to their
research Waterfall is used in 32% of the projects, Agile Unified Process in
28.1% of the projects and Scrum in 20.3% of the projects. Most of the
development methods used are a combination of methods (45.3 %), forming
a hybrid method[39]. The fourth described method, is derived from practice.
It is used by a team that develops software for public sector.

2.1.1 Waterfall

The waterfall development method is the traditional way of developing
software. This method can be compared to a real waterfall. You start
at the top and work your way down to the bottom, as shown in Figure
2.1. After each step there is a review and verification. Only after this is
done the project can move to the next step. It starts with the gathering
of requirements, these are the needs of the customer. This is done by the
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project manager before the start of the project. The goal is to understand
user needs as best as possible[33]. After this is done, these requirements are
used to create a design. This design includes an architecture of the software
and the accompanying documentation. The third step is implementation,
during this phase the actual software is developed. After the development
process has finished it is time for verification. This is to ensure the developed
software meets requirements regarding performance and quality. Once this
is done the software is ready for release, this is the maintenance phase. It is
important that software is maintained after release. This is done to ensure
the software keeps functioning correctly[30].

Figure 2.1: Waterfall Process[5]

2.1.2 Agile Unified Process

The Agile Unified Process (AUP) is a streamlined version of the Rational
Unified Process. Development using this method consists of four main
phases. Each phase consists of one or more iterations. The workload of
different roles can be viewed in Figure 2.2. On the horizontal axes it shows
what phase the project is and what the iteration of that phase(I1 is inception,
iteration 1). On the vertical axes it shows the different roles. For each role,
the height of the line shows the workload for that role.

The first phase is the inception. One of the goals of this phase is to create
consensus among the stakeholders about the objectives of the project. At
the same time funding for the project is secured [8]. The process of securing
funding includes the creation of a schedule for the project. Also, the risks
and feasibility are assessed in this phase.
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Figure 2.2: Agile Unified Process[7]

The second phase is elaboration. In this phase an architectural prototype
is created. This prototype is created to identify the capabilities of the
team. The architecture helps in further identifying risks of the project.
It is important to note that the requirements that are used to create this
prototype are not complete. They are only specific enough to create the
architectural prototype.

During the third phase, the construction of the application is started.
This phase can have multiple iterations. After each iteration it is assessed if
the product is ready to move beyond preproduction. If this is not the case
the decision is made if a new iteration is started or if the project will be
canceled. Only when the product is ready to move beyond preproduction
the next phase will started.

The last phase is the transition. This is when the software is extensively
tested. If there are faults found, the stakeholders can accept these or can
request a fix. When this phase is done the software is ready for release and
daily use[7].

2.1.3 Scrum

The Scrum development method is an iterative process. Each iteration is
called a sprint and ideally lasts circa two weeks. At the start of each sprint a
list is made of which functionalities will be developed this sprint. The goal is
to build the best software possible for the financial resources available. The
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workflow of scrum is shown in Figure 2.3. The base of the scrum development
method is the scrum team, this is the development team. Team members
have a shared responsibility for the development process. The whole team
is responsible for both success and failure.

Figure 2.3: Scrum Development Process[3]

During the first phase of each iteration there is a meeting between the
customer and development team. During this meeting requirements for this
iteration are set. In practice this works effectively because customers know
the features they need now. At the end of this iteration, the customer can
use the features he needs the most. These features are delivered at the
end of this iteration. At the same time. this meeting gives developers the
possibility to ask questions about the requirements that need to be met [14].

The next phase is the actual sprint. This is where the features that where
selected for this sprint are developed. There is a daily scrum meeting lasting
at most 15 minutes. The attendance of customers in daily scrum meetings
helps to keep them involved. At the same time it helps to reduce confusion.
The whole team, developers and customers, know what is developed. This
results in an attitude change from the customer: from ambivalence to
becoming involved. However, it is important to note that the customer
needs time to get familiar with this new role [16].

The last phase of the sprint is the sprint review. In order to get an idea
of what went good and wat could be done better, a meeting takes place.
The purpose of this phase is to learn from each iteration and improve the
overall process. Once this is done the process is adapted and a new sprint
starts[26].
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To ensure good communication between the customer and development
team, a specialized role is created. This is the role of Product Owner.
This role includes the responsibility to represent the needs and ideas of
all stakeholders. The goal of this role is to create a single point of contact
between stakeholders and developers. The Product Owner is part of the
development team and does not work for the customer. It can be challenging
for the Product Owner to identify and involve all stakeholders. Without the
identification of the stakeholders it is impossible for the Product Owner to
do his job effectively[25].

2.1.4 Software development in Practice

In practice the development process is different from theory. Even before
the actual development starts, a tender is written. At this point it is decided
what the requirements for the project are. During the next phase companies
can enter a bid for this tender. Each of these companies study the tender
and write a response on if and how they can meet the requirements. With
this list a quote of the costs is created. This part of the development process
is very similar to waterfall development. It takes advantage of benefits of
waterfall to create a long term planning and setting long term goals. If the
company wins the tender, it moves to the next phase. This is where the
software will be developed.

When the development starts, the method changes to Scrum. This
change is made to take advantages that iterative development brings. This
flexibility is used to handle change requests during the development process.
To ensure that the developed feature is the correct one, a lead from the
business is involved. For every feature that needs be developed the following
path followed. It starts with a kick-off this is when the developer talks
with the product owner, lead and a tester about what exactly needs to be
developed. The lead is an end-user who works for the costumer, who has the
same rights and privileges as the product owner. At the end the developer
knows what he needs to do. The next stage is the part where the new feature
is developed. In the third phase the same participants as in the kick-off give
their opinion on the results of the development. The last stage is testing.
To confirm the feature works it is tested by a team from the customer. This
ensures that the features that have been developed reflect the requirements
set by the customer. Should the developed feature require any change, this
can be done without any problem.
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2.2 Model Based Development

Model-driven approaches can be used to add an abstract layer to the
development process. Models are build to better understand the software
that is being developed. At the same time it often shows opportunities to
reuse and simplify code [11]. Other purposes for using models include[17]
[29]:

• Understanding existing code

• Maintain consistency throughout the application

• Clarification during ad-hoc meetings

• Designing & Refactoring

• Design review

• Explanation to customers

• Documentation

• Simulate usage and performance

It is important to take into account that a model does not have to be
complete to be useful. The goal of using a model is to simplify a problem,
not to have a complete model. Modeling parts of the application can even
be an opportunity. For example, security can be left out to simplify the
model. This simplification helps in getting an overview on that part of
the application [27]. At the same time this simplification can be used to
make the development more understandable for the customer. The models
described in this section are examples of how models can be used to improve
the development process. There are a number of tools available that allow
fast and easy creation of models. However, the general thought still remains
that these tools are not available[12]. A Possible method for using models
in development is Model Based System Development.

2.2.1 Model Based System Development

Developing a system using Model Based System Development happens in
four stages [34][29]. These stages are:
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Functional Model Abstraction of the system functions that need to be
delivered. This model is used to simulate and evaluate the application before
it is build.

Architecture Allocated Functional Model In this model, parts of the
modeled functions are allocated to architectural elements. This includes
both the software and hardware architectures.

Virtual Prototype The real-world system is represented virtually. Such
a prototype can be used by developers to test and optimize strategies
for handling communication faults in the system. This is includes all
communication to, from and within the system.

Architectural Models The architectural model does not address the
system’s functional details. It addresses the following two models:
Software Model: this is model about the tasks and their relationships.
Hardware Model: this model is composed of the computational nodes and
interconnection network.

2.2.2 Object Role Modeling

Object Role Modeling(ORM) is a method to model and query an information
system at the conceptual level. ORM models the world in terms of objects
that have roles. An added benefit of ORM is the ability to use natural
language[22].

ORM focuses on the data model, this is more stable than for example
models that focus on the functions used. ORM is not only a graphical
language but also a textual language. In a graphical language it is easy
to express common constraints. It however is not always possible to
express them clearly and in depth. The use of text can then be used
to explain constraints in more detail. The graphical structure allows for
direct translation to textual definition [23].

2.2.3 Unified Modeling Language

The Unified Modeling Language(UML) is used to model numerous systems.
This includes anything from an enterprise information systems to web
applications. Some of the purposes for using UML are:

Language for Visualizing Developers can create a model to visualize
ideas they have. Visualizing a model using UML gives the ability to create
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uniformity among models. This enables different developers to create
models which can be used by the entire team. At the same time it ensures
information is written down and stored for use in the future.

Language for Specifying The goal of specifying is to create a model
that is complete, precise and ambiguous. UML allows for this usage in all
important stages, analyzing, designing and developing.

Language for Constructing It is impossible to program an application
using UML. The model can be used to generate code for an application,
which can then be used to finish the program. It is also possible to generate
a model from existing code.

Language for Documenting All the different purposes of UML make it
perfect for documenting an application. This includes documenting models
like the architecture, designs, prototypes and releases. This ensures that at
a later stage clear documents are available [11] [37].
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Chapter 3

Software Development for
the Public Sector

The generic challenges surrounding software development are well-known.
An example of this is, project management issues. Besides these challenges
there are additional challenges when developing for the public sector. For
example, even after decades of developing software for the public sector it
is still hard to estimate the size of the project. Even experienced managers
estimate the amount of work wrong in more than 50% of the cases [20]. At
the same time it is not possible to have a development method that works for
all projects. Different development methods are suited for different project
sizes. In this Chapter the following question will be answered: What makes
software development for the public sector more difficult?

First it will be explained what type of challenges exist when developing
software for the public sector. When this is clear, a comparison is made
with the four development methods discussed in Chapter 2.

3.1 Categories of Challenges

Anathopoulos et al.(2016)[9] conducted a literature review about why
e-Government projects fail. In this review they found eight main factors.
These will be explained, in order to gain insight into the challenges that
exist when developing software for the public sector.
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3.1.1 Organizational Power (OrP)

Most organizations in the public sector have a large number of employees.
The size of an organization influences how a new system can be introduced.
The introduction of a new system influences the workflow. Changes to
this workflow can lead to resistance towards the change[13]. Typically a
larger organization will encounter more resistance to change. It is important
that the organizational structure can be used to overcome these obstacles.
Beer(2000) talks about different ways to dissolve this resistance and create
support for the change[10].

Besides the internal challenges, external challenges are also a factor.
There are many stakeholders involved in the development of software.
These have different needs and different backgrounds. Consequently, the
requirements could become more complicated. Especially when the needs
of one stakeholders group are the opposite of another group[18].

3.1.2 Politics (Pol)

Developing software for the public sector includes the challenge that politics
impose short-term goals on the software development process. This is a
consequence of the political system in use. Periodically there are elections,
that can result in a shift in the political system. For example in the
Netherlands this is at least every four years. After the elections, a new
government is formed. This could have different priorities compared to the
previous. This results in a planning that is stable for the current election
period. This reoccurring change in leadership make it that long-term
planning is difficult. A new government can change the planning of the
previous government[40].

3.1.3 Education (Edu)

Managers in general lack specialized knowledge. This is the knowledge that
professionals have and need to do their jobs. Usually managers do not need
this knowledge to excel at their jobs. There are cases in which this knowledge
is needed. Evaluating a new software product is one of those cases.

A lack of knowledge also occurs with end users. In this case this could
both have to do with reluctance and/or the inability to adopt and adept to
the new technology [20]. The lack of knowledge could also be a factor that
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can cause implementation failure of a new system. At the same time it is
important that the users know the value of a new system. This includes
both the citizens and the staff. Users must be qualified to operate the new
system. Either by training them or creating an intuitive system. So it is
important that each group of users has the knowledge needed to operate the
new system[6].

3.1.4 Project Management Issues (PMI)

There are number of sources that can cause project management issues.
These are the four most common causes[9]:

Underestimation of timeline. It is important that progress of the
project is known, how much work is done. Not having an accurate system
in place to monitor the timeline, can result in a project that is not finished
on time.

Weak definitions of requirements and scope. It is important to
have a clear definition of requirements and the scope of the project. When
it is not clear what has to be made, the project can not deliver high quality
software. If the requirements or scope are not clear, the project manager
should take action to ensure they are clarified. Good development starts
with clear objectives[19].

Inefficient risk analysis and management. Projects can encounter
setbacks. The manager of a project can ensure that there are systems in
place to handle these setbacks. When this is done inefficiently, not only are
not all risks known, there is also no plan on how to deal with these risks.
This could result in extra costs, delays or even failure of the entire project.

Unsuccessful monitoring and measurement. Having access to
monitor and measurement tools, can help a manager in determining how the
team performs. When the performance drops, this could be an indication of
problems. Without accurate monitoring it is hard to spot problems in time,
when there is still time to fix them[24].

3.1.5 Ambiguous Business Needs and Unclear Vision (ABN)

Projects in the public sector can suffer from intangible benefits. These
subjective benefits cannot be quantified. An example of this is: improving
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the quality of life. What quality of life is, is different depending who is asked.
The strong opinion of popular figures can even change public opinion. Thus
these requirements can change easily. Resulting in extra costs and/or longer
development time [31]. In other cases there are multiple stakeholders each
with a different views on the subject. This could cause a situation where it
is impossible to reach a consensus regarding goals and objectives [21].

3.1.6 Security and Privacy (Sec)

It is important that applications keep the information they store safe.
Without trust, citizens will not use these services when they ask for their
personal data [6].

3.1.7 Finance (Fin)

In a report from the United States accountability office from 2012, 9% of all
software development projects are completed within budget and delivered
on time. This has partially to do with problems during the analysis of what
needs to be done. In some of these cases it was not completely clear what
the impact of a new system is. Without this information it is impossible to
estimate the cost of the project[36].

3.1.8 Information Technology (IT)

The problems that grouped under this section are related to infrastructure,
data, compatibility and information management. In a more practical sense
this means that successful implementation can be inhibited by procuring a
poor product and insufficient long term planning [35].

3.2 Comparing Development Methods

In this section the development methods in chapter 2 are compared to the
challenges shown in the previous section. In Table 3.1 the results of this
comparison are visualized. Each method will receive a 3 when it is able to
handle the challenge, a ±when it is able to handle to challenge to some degree
or a 7 when the development method is not able to handle the challenge.
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This method of comparison will give the ability to directly compare the
different software development methods.

OrP Pol Edu PMI ABN Sec Fin IT

Waterfall 7 7 7 3 ± 7 7 ±
AUP 7 7 3 3 ± 7 ± 3

Scrum 7 3 7 ± ± 7 3 7

Practical 7 3 3 3 3 7 ± ±

Table 3.1: Method comparison

3.2.1 Theoretical

Three theoretical methods are compared. These are chosen based on
research from Vijayasarathy[39]. The methods in this comparison are:
Waterfall, Scrum and Agile Unified Process.

3.2.2 Waterfall

The choice to develop using the waterfall methods is often made, when
developing large software systems. The choice to use the waterfall approach
is made to benefit from the extensive requirements and design phases. But
can the benefits of the Waterfall software development handle the challenges
that come with developing software for the public sector?

Organizational Power Before the start of the project, the product
managers tries to understand the user’s requirements. After this period there
is no further communication between the organization and the development
team. The review and verification of this period needs to be of high
quality. This will ensure that there is no gap between the business and the
software that is in development. Without active communication between
the software development team and the business it is impossible to know
how the organizational power is divided. The development team does not
know specific requirements per stakeholder. Only generalized knowledge is
present. Thus the waterfall development method is unable to handle this
challenge.
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Politics This development process has an extensive requirements and
design phase. Requirements set at the start of the project are used during
the whole project. It is not possible to make changes during the project,
without making it a new project. One of the main challenges from Politics
is the lack of long term goals, they can change with each new government.
Thus the requirements for the project can change. Therefore, the waterfall
method does not handle this challenge well.

Education Before starting the requirements phase the project manager
tries to understand the user’s needs. This is done by communication with
the end users of the new product. The manager uses this time to fill the
gap in specialized knowledge that the product manager has. However, there
is nothing in place to ensure the right knowledge is passed down to the end
users. The waterfall method is unable to handle this challenge.

Project Management Issues At the time the project is started the
whole scope is thought out. The goal is to have a complete picture of
everything that needs to be done. This should minimize the possibility to
have any project management issues. All issues that could rise should have
already been thought over. Either beforehand or during one of reviews at
the end of each phase. So this challenge can be handled by waterfall.

Ambiguous Business Needs and Unclear Vision The goals of the
project are set at the beginning, this should imply that the goals are clear.
However, in the public sector the goals can be intangible. If the public
opinion changes, this can result in the changing of one of the goals of the
project. Thus as long as the goals of the project do not change waterfall
ensures that there is a clear vision and clear business needs. If the goals
change both the vision and business needs will be unclear. Thus this method
can handle the challenges only if the goals do not change.

Security and Privacy Requirements regarding security and privacy can
be part of the scope. When this is part of the requirements it will be part of
the design and then it will be implemented. However, this is not mandatory.
It relies on the project manager if and to what extend these requirements
are implemented. As long as this is done the model can handle security and
privacy. As waterfall does only handle security and privacy when it is added
to the requirements, this challenges is not necessarily handled.
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Finance Waterfall defines the whole project at the start. Thus it is hard to
envision what problems need to be overcome. Without an effective method
to identify the impact on the new system, it is almost impossible to have
control over the costs. The lack of financial control shows this model is not
able to handle this challenge.

Information Technology The second phase of the waterfall development
method is used to create a design of the entire system. At this point the
whole project is thought out. This includes everything that has to do with
the infrastructure needed. However, when changes are required, there is no
way in waterfall to do this in the current project. This results in a method
that can handle this challenge as long as requirements do not change. So
the method can handle it to some degree.

3.2.3 Agile Unified Process (AUP)

The Agile Unified Process is suited for all project sizes. The roles that are
needed for the development are added when needed. This ensures that the
knowledge that is needed at that point is available. It is possible that one
person fulfills more than one role.

Organizational Power The first phase of the Agile Unified Process
tries to create consensus among stakeholders about the objectives of the
project. This is the only time before the construction, the opinion of all the
stakeholders is sought. Even with the agreement about the goals, it is not
specified how they should be reached. It is important to agree on how a goal
is reached. One way could lead to more resistance to change, than others.
As organizational resistance is still a risk, this challenge is not nullified.

Politics At the start of the project the goals are set. These are used
until the end of the project. This development method cannot handle the
changing of the goals. These are the general objectives that need to be
reached. The Agile Unified Process is able to handle smaller changes. This
would be changes limited to how a goal is reached, not what goal is reached.
Every phase can consist of multiple iterations. At the start of each iteration
such a change could be added. If a change takes place because of a shift in
politics, this can most likely not be handled because these types of changes
are usually extensive. The political shift causes changes about what goal
needs to be reached.
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Education At the start of the process all stakeholders get involved. At
this point they can all voice their opinion. This allows all stakeholders
and thus experts to fill a gap in knowledge if there is one. At the end all
stakeholders are involved to find faults and give feedback on the application.
This can result in a request for a fix, but does not specify what the fix is. It
is possible that the fix is education for the end users. The workflow of the
Agile Unified Process helps to void this challenge.

Project Management Issues Agile Unified process is split into different
phases, only in the first phase there is an effort to create consensus. This
effort only focuses on the main goals. Consensus is the base of the project.
When there is a chance for conflict at a later stage the project manager can
refer back to this consensus. This results in the power a project manager
needs to mitigate this challenge.

Ambiguous Business Needs and Unclear Vision The guidelines of
the Agile Unified Process set understanding the business process as one of
the goals of the modeling phase. The model helps to create an abstract
representation of the real world. Identifying business needs is done in a
structured manner. However, the Agile Unified Process does not specify
how this can or needs to be done. So this challenge is partially nullified.

Security and Privacy It is possible to incorporate security and privacy
in the scope of the project. If the stakeholders reach a consensus that it
is one of the goals, this will be implemented. This is not an effective way
of handling this challenges. It is possible that stakeholders do not see the
urgency of this challenge and therefore do not give it appropriate priority.
Without any obligation this challenge cannot be handled.

Finance During the first phase of the project an estimate for the costs
is made. However, this estimate is never reviewed or adapted during the
lifetime of the project. So the start is good, but the follow up is lacking.
Which is, keeping this estimate up to date, is described as a tip but nothing
more. It is realistic to expect some sort of change during the project lifetime.
This is why the challenge is partially mitigated.

Information Technology During the second phase of the Agile Unified
Process an architectural model is created. The fact that an architectural
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model exists in the handling of this challenge. It gives the ability to handle
any questions about information technology that rise.

3.2.4 Scrum

The scrum development method is suited for small to medium sized projects.
The average team size is seven people plus or minus three people. When
developing larger systems the decision could be made to include more people
but this would endanger parts of the scrum development method. For
example the daily stand-up should last at most 15 minutes. With a larger
team each member has less time to speak.

Organizational Power The product owner handles the communication
between the organization and the development team. The decision in which
order the work is done, is made by the product owner. His decision is
leading. When developing software for the public sector it can be hard to
identify all stakeholders and the power they have. There is no mechanism
in the development method to take this power into account. Thus it not
possible for the product owner to do his work. Resulting in a challenge that
cannot be overcome.

Politics Scrum is a method to develop software in a iterative manner.
This gives the possibility to cope with changes to the requirements of the
project. Thus when in politics the goals of the project are changed, these
can be implemented starting in the next sprint. It is no problem that the
long term goals can change. The only consequence could be that it will take
some time to adjust the project to the new requirements. This has to do
with the size of the changes needed to handle the new requirements. So
Scrum can handle this challenge.

Education According to the scrum development method the product
owner has all the necessary knowledge to make the correct decisions about
the project. This challenge states that managers in general lack the
specialized knowledge the end users have. This gap in knowledge could
cause problems. It is not an option to make multiple persons product
owner. The specification of this role states its a single person. The lack
of this specialized information can for example cause that changes to the
workflow are overlooked. This will cause problems later in the process.
There is also no way to communicate to the end users what choices have
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been made and how the software is best used. Without the knowledge
needed it is almost impossible to use the software as effective as it could be.
Scrum does not handle this challenge well.

Project Management Issues The product owner determines what work
is most important. Based on this, he selects the work that needs to be
done in the next iteration. According to the theory, the product owner
knows everything from the business. He has to represent every involved
stakeholder. The variety off stakeholders make this almost impossible. Their
needs can not only differ, but they can conflict. This development method
does not help the product owner in resolving these situations. It depends on
the product owner if this challenge can be handled. Thus this challenges can
be handled when the product owner excels at his job, thus when he knows
everything about the business.

Ambiguous Business Needs and Unclear Vision The product owner
should ensure that the business needs and the vision are both clear. The
goals should be reflected by the backlog(the To-do list).The items on the
backlog are prioritized by importance. This single point of communication
between the business and the developers, creates a single point of failure.
Some of the goals that need to be reached can be hard to quantify. In
those situations it could be beneficial to include both developers and people
from to business to come to a solution. This is why scrum can handle this
challenge in some situations.

Security and Privacy All the work that needs to be done is added to
the backlog. It is possible to add requirements that ensure the security and
privacy. The product owner determines if items get added to the backlog.
Next, the product owner determines in when these will be developed. So
the scrum method can incorporate features that ensure security and privacy.
However, this is all without obligation. So the scrum development method
does not take security and privacy into account.

Finance At the start of each sprint it is clear what has do be done during
this iteration. A development team can do a certain amount of work for a
certain cost. At the end of each sprint a new working version of the software
is delivered. This ensures that the process can stay within budget. There
is always a working version of the software that can be delivered. The goal
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of the scrum process is to create the best software for the money available.
Thus scrum can handle this challenge well.

Information Technology The information technology has no specific
place in the scrum development process. Scrum is a methodology for
developing the software not to manage a project where software is developed.
Thus scrum does not take this into account.

3.3 Practice

There are numerous companies developing software for the public sector.
Some of this is delivered on time and within budget. So how does a software
company tackle these problems? In this section it is explained how this
company tackles these challenges. Further details on how this team works
can be found in Chapter 2.1.4.

Organizational Power To help the customer in gaining organizational
power, the development teams acts as a facilitator. The goal is to create
consensus on how and why choices are made. This helps to overcome
resistance that the customer faces in implementing a new system. Resistance
can even be external. A stakeholder from an external organization confirms
this. He said, If we get access to the system, our work would be much easier.
The goal of this stakeholder is to get access the new system. His organization
is an example of stakeholders that are not directly involved but can cause
obstacles. The success of creating consensus lies with the expertise within
the development team. The success of handling this challenge depends on
a few individuals. As the handling of this challenge is not part of the
development method, it is not mitigated.

Politics At the start of the project it is clear what the goal in general
is. The details need to be worked out, but this can easily be handled by
the iterative development process. Before the development starts a tender
is written. Different companies place a bid for this tender. Eventually one
of the companies wins and gets to develop the new system. The tender
results in an agreement between the company and the organization that
wants the new system. One of the stakeholders said, in the end the minister
makes the decision on whether the software will be developed. Even with
this agreement it is possible that a new minister has a different opinion than
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its predecessor. Thus this can lead to a request to change or cancel the
agreement. Even in the unlikely event this will happen, this will not be a
problem for the development team. As the team switches to an iterative
development method, the ability to handle changes is added. The team can
handle any changes that are requested as a consequence of political change.

Education To ensure knowledge form the end users is available during the
development, end users are added to the team as needed. A user is added
based on the specialized knowledge needed for the development of that part
of an application. Part of the development process is to hand off the new
developed software to the end users. This is done in different ways. Either
by organizing a training session or by the delivery of user manuals. So this
challenge is mitigated.

Project Management Issues According to the definition of scrum the
product owner is part of the development team and not working for the
customer. In this practical approach the choice has been made to make an
employee of the customer, product owner. This with the added role of a lead
for each issue, should ensure that every stakeholder gets heard. This close
cooperation with the customer is in place to minimize project management
issues. This ensures that this challenge has almost no influence on the
success of the project.

Ambiguous Business Needs and Unclear Vision If the software
development team faces ambiguous business needs or an unclear vision, it
will go actively look for ways to find answers to the questions that have
risen. In practice this involves finding someone who is allowed to make a
decision about the question at hand. A member of the development team,
We try and involve as much people as we can, to map the requirements
out as best as possible. At the same time, by involving end users in the
development process, ambiguous business needs are minimized. All the
measures taken by the development team result in clear a vision and clear
business needs. So this challenge can be handled.

Security and Privacy The security and privacy requirements are based
on the rules and regulations that are in effect. In practice the development
team ensures that there are no problems with this challenge exist. One of the
consultant on the project said, privacy and security are very important, we
have a dedicated lawyer who says what laws we need to abide by. So there
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is a system in place to know what requirements need to be set regarding
security and privacy. However, there is no specific part of the development
method that ensures the correct handling of this challenge. Thus it cannot
be handled.

Finance The software development process starts with a tender. The
result of this tender is a contract between a public organization and a
software development company. In this contract it is specified what software
is going to be developed and what the payment will be. As long as everything
that is being developed is specified in the contract the costs can be perfectly
controlled. One of the consultants said, There are discussions, whether or
not a feature is part of the original agreement. It happens that an extra
feature that was not part of the original contract needs to be developed.The
development of extra features results in an increase in costs. This part of
the development process is hard to control. So this method is able to handle
this challenge as long as signed contract includes everything that needs to
be developed.

Information Technology At the start of the project it is clear what
Information Technology is going to be used. The specifics of what kind
of technology are based on the requirements from the software. If these
requirements change, the technology used can change. However, there is
no architectural model created of the system. The room for improvement
results in that this challenge is partially solved.
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Chapter 4

Improving Software
Development for the Public
Sector

As described in Chapter 2, each software development method has it
strengths and weaknesses. The theoretical methods are designed to be
used in generic software development projects. The practical method is
tailored to work when developing software for the public sector. When
developing software for the public sector the challenges as described in
Chapter 3 need to be overcome. This is shown in the comparison of how
each method handles the challenges. The practical method is best able to
cope with these challenges. It is able to handle most challenges. However,
two challenges cannot be handled and two challenges that leave room for
improvement. For each challenge a possible solution is suggested.

4.1 Challenges not handled

There are two challenges that the practical method cannot handle. The
first is the Organizational Power. This is about who has what to say within
the organization. It is important that an organization is ready for a new
software system. The second is Privacy and Security. When the product is
in use both privacy and security must be ensured. If the data in the system
is not safe or could be extracted or tampered with, the new system will not
be used.
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4.1.1 Organizational Power

Why can the practical method not handle the Organizational
Power challenge?

The implementation of a new software system will require the organization
to change. It is impossible to replace a software system without changing
the business process that uses the software. If the new system would not
improve the business process there is no reason to replace the systems that
are already in place. The practical development method depends on the
experience of the team members, to help overcome any resistance within
the organization. If for some reason these people are indisposed, this could
become an obstacle for the success of the project.

What is needed so this method can handle it?

A structured method needs to be in place, that is able to handle resistance
within the organization. This could be done by using a model. As explained
by Dutton and colleagues[15], numbers, charts and showing the impact on
the organization, will help legitimizing a viewpoint. A model can use this
legitimization to create readiness for the change. The model will use this
legitimization in creating readiness for the change. When the resistance is
overcome, the development team will be able to move the process forward.

How can this be done?

Usually the requirements are set using natural language. This is done
in order to give stakeholders the ability to verify them. It could occur
that requirements are vague. In those cases it is especially important
that requirements can be verified. Using natural language when setting
requirements brings its own set of challenges. For example, if natural
language is used, it is impossible to know for sure all participants will use
the same semantics for the used sentences. Besides lacking a formal syntax
and semantics, natural languages suffers from a variety of problems. A
natural language suffers from inherent complexity. For most individuals it
takes years to learn a language. At the same time words can have multiple
definitions and different groups have different styles in using the language.
In many cases there are multiple interpretations for the same sentence. Such
misinterpretations can result in the development of the wrong requirement.
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This can be solved by using a formal language. Such a language has a
formal definition of both its syntax and semantics[32]. However, a formal
language is difficult to use in practice. A semi-natural language combines
the best of both worlds, having an unambiguous language that is easy to use.
By setting the right restrictions to a natural language, it is transformed into
a semi-natural language. As each domain-language is slightly different
from the others, the restrictions are specific for each domain. Using
unambiguous languages, gives the ability to accurately translate them
from one domain to another. People with different linguistic and cultural
backgrounds can improve their ability to communicate effectively. There
are multiple examples where semi-natural languages are used. One of the
best known examples is the language used in the aviation sector. Their
semi-natural language lets pilots communicate with air traffic controllers
without miscommunication. Another example is communication during
military operations. Miscommunication can directly cause the loss of lives,
this must be avoided at all costs. By using a semi-natural language every
sentence over the radio has exactly one meaning. This decreases the chance
of unclear communication.

The groups involved in the development can be split into multiple levels
of refinement. For example, the domain language used in the organization
differs from the domain language used by the software developers. Therefore
we can assume each level has its own specific domain language. So we can
identify the language Li as the language at level i and the semi-natural
language on the same level as Di. The languages on different levels are
related to each other. The languages need to be related to allow for the
required inter-level communication (the communication between different
levels). As the languages are related, there is a possibility for translation.
The use of semi-natural languages allows for the creation of translation
schemes between the different levels. These schemes are used to create a
perfect translation between different languages.

The Interoperability Model When this perfect translation of the
languages is possible, different stakeholders can effectively communicate.
Requirements can be effectively set. Every stakeholder will understand what
the other stakeholders are saying. More specifically, miscommunication is
not a possibility. In most cases requirements relate to a set of demands the
new application must meet. This is not enough for successful implementation.
To systematically create all requirements for a successful implementation,
the change is split into five layers of interoperability(the ability to exchange
information and work together)[4]. All layers are equally important. As
flaws on one layer can cause problems in the success of the complete
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application, communication between the layers is a must. The requirements
on one layer influences the requirements on the other layers. A layer can
only communicate with the layer directly above or directly beneath it.
This is done to ensure a correct translation between the different layers. If
information needs to be passed between layers that are not adjacent, this
should go through the layers that are in between. This ensures that all the
information is translated step by step. Correct communication ensures that
the requirements complement each other and are not conflicting. Besides
the five layers there are two columns spanning all layers. All these layers and
the two columns combined give the basis for a successful implementation.
Figure 4.1 is a visual representation of this model.

Figure 4.1: Interoperability Model [4]

• Organization Layer The implementation of a application can change
the way the organization functions. At the board level decisions have
to be made who is involved and how responsibilities and privileges are
divided.

• Process Layer A new or changing system will have consequences
for the business processes. By identifying the required change, the
processes can be adjusted in order to create organizational readiness
for the implementation of this system. This layer is used to specify how
the work is going to be done using the new system. The requirements
for this layer are set together with the managers and professionals of
the organization.

• Information Layer In a software system, information is stored and
processed, this is described in the information layer. An agreement is
made between professionals and information specialists. The result of
these requirements is that it is known what information is needed and
what information needs to be stored.
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• Application Layer All relevant information for the application is
gathered by developers and system architects. This information is
gather from the professionals and application managers and in some
cases suppliers. The result of this is all the information needed by
the development team to develop the system that is needed by the
professionals.

• Infrastructure Layer The new software system will have specific
needs of how the technical infrastructure needs to be configured. The
infrastructure suppliers make arrangements with the developers and
system architects.

The interoperability model is structured like this to ensure a logical order
exists. This order is comparable to the structure of other models, start
with the generic and work to the specific. The decisions made on the
organizational level about who is involved and how responsibilities and
decisions are divided, are similar for most projects. The second layer is
more specific, it is about how this change will effect the business process.
Going down to the third layer, it discusses what information is needed by
the professionals. It also includes what information the application needs
to meet the requirements form the professionals. The fourth layer is a
more specific version of the layers above. It holds the requirements for
the software system. This includes how the application will function and
what functionalities must be available. The fifth layer is about the technical
needs the application has. These requirements are the most specific, the
systems needs this kind of hardware.

There are two columns that span all layers. The obligations set by these
columns need to be taken into account when setting the requirements for
each layer. The columns are conditions for the process. As these conditions
can span multiple layers, the two columns are created.

• Security and Privacy Column The Security and Privacy need to
be included in the requirements on all layers. The combination of the
requirements on all these layers can ensure the system is secure and the
privacy is ensured. To enable the setting of the correct requirements it
must be clear what conditions surrounding security and privacy must
be met. These conditions are set in this column.

• Rules and Regulations Column The rules and regulations that are
applicable to the entire process are converted into requirements and
gathered in this column. When setting the requirements of each layer,
these should be used as a starting point.
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An argument could be made that these columns could also be handled
by the different layers. However, this would open the possibility that
these subjects are underestimated in the other layers. As a result, the
needed requirements will not be set in every layer. Another reason why the
columns should be separate and spanning all layers is that in order to ensure
requirements are met, they must be set on all layers. For example when
security measures are only taken on the application layer, these measures
could become futile when an employee exports the data to a thumb drive
and loses the drive. So even with all measures taken on one layer, they
become futile by not setting them on another layer. In this example the
breach could be prevented by requirements set in the organizational and
process layers. Such a requirement could be a ban on the use of external
storage devices.

The combination of a semi-natural language and a model that will ensure
that no stakeholders is forgotten, is the basis for successful implementation
of a new system. The inclusion of every part of the company in the creation
of the requirements for a new system will help in overcoming the resistance
to change, as described by Beer and Nohria in their Theory O[10].

Where To start There is no specific layer that has to be used as a starting
point when using this model. There are two scenarios possible when wanting
to use this model. In the first scenario, there is a single natural starting
point. In the second scenario, there are multiple natural starting points.

When there is one natural starting point, this should be chosen as such.
When this naturally happens, it is possible to set at least some of the
requirements for the layer in question. These requirements could then be
used when communicating with the other layers. This results in the setting
of requirements layer by layer.

It could be possible that there are multiple logical starting points. In that
case, the first thing that needs to be accomplished is that if there is a gap
between the natural starting points, these are filled in as soon as possible.
The connecting of these layers will ensure that the requirements that are
set complement each other. This increases the chance for a successful
implementation.

Usage Strategy After a starting point is chosen, the requirements for
the layer in question need to be set as described in the definition of that
layer. During the process of settings these requirements, it is important
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to search for rules and regulations that apply and what requirements need
to be set regarding security and privacy. During the process of setting
the requirements it is important to ensure that, & regulations and security
& privacy are consulted, these also need to be updated if not complete.
Therefore, it is possible that the requirement used as a starting point need
to be adjusted to fit within the requirements set by the rules and regulations
and the security and privacy columns.

When the requirements have been set for the current layer, one of the
adjacent layers is chosen and the requirements for that layer are set. During
this process there is communication between adjacent layers. This is done
to ensure that the requirements set on the different layers consolidate each
other and no conflicts occur. The setting of requirements for a new layer
is done for each of the five layers. At this point is it clear what the
requirements are for each part of the implementation of the new system.
This will maximize the changes for a successful implementation.

Correctness of Model The goal of most IT systems is to improve
the quality or efficiency of the work done in an organization. When
implementing a new IT system this will change how the organization
functions. To increase the chance of a successful change process in an
organization there is a need to manage this change. It is important to
take the opinion of employees into account and create readiness within the
organization for this change[10]. Otherwise resistance to change could cause
difficulties during the implementation of this new system. Therefore, it is
important to take the organization into account when creating a IT system.

On the organizational level decisions have to made about two subjects.
How the organization is affected by the change and where responsibilities
lie in the new situation. This creates a basis for a successful adoption of
the change within the organization. If the information on the process layer
is already available. These requirements are analyzed. Using the results it
is determined what the consequences for the organization are. To ensure
a successful implementation the organization must be able to handle these
consequences. Thus, requirements must be set in such a way, that the
organization is supported to function as best as possible.

The process layer describes how the organization does its business. This
work is done by the professionals and managers of the organization. A new
application will influence the workflow of the organization. If these changes
are not considered it will be impossible to develop a system that will benefit
the organization. The goal of this layer is, to use the knowledge that exists
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within the organization. This is used to make an informed decision on what
requirements should be set. When the process layer is used as a starting
point, the professionals and managers in the organization are contacted.
They have the knowledge needed to set the requirements. Doing work
day in day out gives them the knowledge on what is good and what can
be improved. If the information in the organizational layer is available,
this is used as a basis for the process layer. There is communication
between the organizational layer and the process layer. The division of
responsibilities and privileges has direct influence on the process. Persons
or groups identified in the organizational layer must be considered when
setting the requirements in the process layer. If this is not done, a mismatch
could occur causing problems at a later stage. If the requirements in the
information layer are already set, the requirements of this layer are used
to create a first outline for the new business process. It is known what
information will be available. Thus, a decision can be made on how this
information will be used in the new process. Again, this is done together with
the professionals and managers. They will have detailed knowledge of the
process. This expertise can help in finding challenges in the implementation
of the new process.

In the information layer, it is described how the data is stored and
processed. This layer could be used as a starting point when using the
interoperability model. Information specialists and professionals from the
organization discuss what information could be useful for them and why
it is useful. This results in all information that is needed and why it
is needed. When it is know what information is used, a translation can
be made into how the information needs to be processed. The what,
why and how information is used, combined, results in the requirements
for the information layer. The information layer is present between the
process and application layers to make the transition clearer. How is
information used and processed, is important in both the process layer as
in the application layer. Without this layer, the translation would become
much harder and require interpretation by the stakeholders involved. As
previously discussed, the necessity for interpretation of information, should
be avoided. Consistency between layers and stakeholders is paramount. If
available, information about how data is used in the process layer is further
specified in the information layer. This is were additional requirements are
set on how information will be stored and processed. When the application
layer is available, the information that is stored will be described in this
layer. This gives an overview of what information is available and gives the
possibility to add new requirements to this dataset. At the same time, it is
described how the information needs to be processed, this will result in a set
of requirements. To ensure that all the possibilities of interactions between
the different layers are correct, they are all analyzed.
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The application layer specifies the requirements for the application.
This can be used as a starting point when using this model. When this
layer is used as a starting point there is an idea for a new application.
To set the correct requirements for this idea the developers and system
architects are involved, that are eventually going to change the idea into
an application or new feature. In order to get to know the idea from top
to bottom. When this is done they involve professionals and managers,
they will eventually use the new idea. At the same time the infrastructure
suppliers are contacted. These two groups are involved to ensure the idea will
work in practice, both in the business environment as on the infrastructure.
When the requirements set in the information layer are available. These
are used to effectively and accurately specify how the application needs to
be configured. To ensure this is also compatible with the business processes
stakeholders from the company are included in this process. When the
infrastructure layer is available the requirements set in this layer are used
as a basis for the requirements set in the application layer. The choice for a
certain infrastructure can cause some technologies not to work as efficiently
as they could. In those cases, the requirements in the infrastructure layer
directly influence the requirements in the application layer.

The infrastructure layer is used to specify what technical infrastructure
is needed. Suppliers and developers set requirements on what is needed.
This results in conditions needed to run the application. This layer can be
used as a starting point. If this is done, the infrastructure suppliers plan
with the developers and system architects on what requirements should be
set to ensure a correct functioning application. If the application layer is
already available. This is done in almost the same manner. Additionally,
the specific requirements from the application layer must be considered.

As shown above it is possible to start with the model on any layer. After
a starting point is chosen, the other layers are included step by step. This
is done in a structured manner to ensure consistency across the different
layers. Including the organization in the software development helps the
development process. It ensures that the organization is ready for the new
system. This will improve the quality of the software and efficiency of
the process. This model takes two aspects into account. The first is the
development process and the second the organization. Both are important
when setting the requirements. To avoid conflicting requirements, there is
contact between the layers. When a conflict is found between requirements,
changes are made to solve them. During this contact a decision is made
what requirement is more important. This can result in the changes of
requirements on a previous layer. In the end there will be consistency
among all requirements. Contact between all layers is needed to ensure the
correct implementation of rules & regulations and privacy & security. It is
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impossible to create requirements on one layer and satisfy all requirements
set in the columns. However, a successful implementation of the system
depends on it meeting these requirements.

4.1.2 Security and Privacy

Why can the practical method not handle the Security and Privacy
challenge?

Ensuring security and privacy is up to par, depends on the individual
developer. The developer takes security and privacy into account when
developing a new part of the software. There is no part of the development
method that is specifically focused on ensuring the security of the system
and the safety of the data inside the system.

What is needed so this method can handle it?

As the software is being developed for the public sector, it becomes subject
to the laws that are set to ensure the safety of these systems. For a system
in this sector it is paramount that a structured method for verification is
available. This structured process guarantees the security and privacy of
the data in the system. Such a structured method will safeguard against
mistakes that could impact the security or privacy. At the same time it
allows for an accurate impact assessment of how a new feature impacts the
security and privacy.

How can this be done?

One of the columns of the interoperability model is Security and Privacy.
In order to create requirements for that system ensure the security and
privacy. A conceptual language needs to be used. It is paramount that
every requirement needs to be explicit and not open to interpretation. A
manner to create the requirements in a effective way is part of the problem.
The starting point of ensuring the system is safe, is that it is clear how this
needs to be done. Good and clear requirements will help in the development
process.

Different models can help in visualizing different parts of the total
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implementation. Data models can help in identifying what parts of the
application contain sensitive data and how that data is connected to other
parts of the application.

Figure 4.2, is an example of an Object Role Model. The structure of
the data can be explained to anyone. By choosing a model that has a
description of the data in it (Example: Athlete(.nr) was born in State) even
stakeholders that have no training in the usage of this type of model can
understand it’s basic meaning. As a result, these stakeholders can engage in
a discussion where such a model is used. For example in Figure 4.2, if there
is a discussion about athletes and the state they are born in, in relation the
the impact on security and privacy. Such a model ensures that nothing is
overlooked and no part of the application is forgotten. Otherwise it would be
easy to forget that the states are also coupled to a sport with a rank. Thus
an adjustment to the state an Athlete is born in could have consequences to
how the ranking of a state in a sport works.

The use of a model to identify threats regarding to privacy and security,
can be helpful. It is a tool simplify complex situations The use of such a
model helps in better understanding a complex situation [28].

Figure 4.2: Object Role Model[22]

4.2 Challenges that could be handled better

Two of the challenges can be handled by the practical method to some
degree. The first is Finance. Developing software for the public sector
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involves a tender and thus a contract. In this contract the costs are
specified. However, developing additional features will cost extra.The second
is Information Technology. It is not described how the infrastructure is taken
into account when developing software.

4.2.1 Finance

Why can the practical method not handle the Financial challenge?

During the development process it is possible for stakeholders to make
requests for features. While agile is suited to handle these requests, it is
difficult to estimate the exact size of requests. The requirements that are
preset can be handled without any problem. There needs to be additional
possibilities to handle requirements that change.

What is needed so this method can handle it?

If there are tools available that help in determining how much work a new
feature or change request brings, this would help the development team. It
enables the team to quickly and accurately respond to such a request with
details on how much effort it will cost to incorporate the request. With the
ability to accurately determine the size of such a request, it is better possible
to estimate the costs.

How can this be done?

To estimate the size of a change and the corresponding costs, it is important
that it is known what exactly needs to change. To ensure the request is
correctly understood a semi-natural language needs to be used. The goal
is to set the requirements without any ambiguity. Taking the requested
change and using the interoperability model to identify the changes needed
on every layer gives a complete overview. At this point this overview needs
to be further specified. This results in the size of the change per layer. Thus
resulting in a good way of identifying different part of the application that
will be effected by this change.

For example, in Figure 4.3, a class diagram of an order processing system
is depicted. The overview shows off what parts the program is made up. For
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every part it shows what functions and what variables that part uses. When
estimating the size of an alteration or addition to the program such a model
could be very useful. For example, if there is a request to add the ability to
have a different shipping address. This model helps to show where changes
need to be made. In this example the information needs to be added to the
customer and to the order. The models helps in identifying where changes
need to happen. In this case it shows that the address is not only stored in
the Order-class but in the Customer-class as well. The principle is the same
for more complex situations. The model helps in the identification of what
parts of the application are linked.

Figure 4.3: UML: Class Diagram for Order Processing System [2]

4.2.2 Information Technology

Why can the practical method not handle the IT challenge?

Scrum is a method for developing software systems. The challenges
that come with how such a system is implemented on different types of
infrastructure is not part of this process. Developing a system is not the
same as implementing that system.
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What is needed so this method can handle it?

An overview gives the ability to discuss problems related to the data,
infrastructure, compatibility and information management in a structured
manner. A model ensures that it is clear to everyone involved what parts
of the application depend on which parts of the infrastructure.

How can this be done?

Using the interoperability model as a starting point, this challenge is part of
different layers. The requirements for the infrastructure and compatibility
are set in the infrastructure layer. The data and information management
are defined in the information layer. The use of the interoperability model
ensures that the communication and the description of requirements is not
only understood by everyone but also is unambiguous.

Setting requirements on the information layer could be done by using a
model of the information system. There are different modeling languages
that have the ability to model the infrastructure of an application. One
example of this is Archimate. Figure 4.4 shows a model of an insurance
company. The yellow section is about the business, the blue section is about
the application and the green section is about the infrastructure. This model
gives extra information about how the infrastructure is set up. Only looking
at the application layer it seems that there are two application (CRM system
and Financial application). The infrastructure layer shows that even though
these are two different applications, they run on the same application server.
Using such a model ensures that no part of the implementation is forgotten,
there is a good product to deploy and it is known what the planning for this
deployment is.
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Figure 4.4: Archimate model [1]
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Chapter 5

Validation

In this chapter the question ’is the correct problem solved?’ will be answered.
It is possible that a solution is found for a problem that does not exist.
This chapter will explain if the proposed solution is valid for the described
problem.

5.1 Case Evaluation

In this evaluation it is identified if the challenges that are found in the
literature are also exist in practice. Interviews were conducted to gather
information about the software development process in practice. This source
is also used to gather information about if this development team encounters
these challenges. It is possible to encounter these challenges, but that
their method for development is able to cope with these challenges. This
information is gather from the six interviews that were conducted for this
study.

Organizational Power During the development there needs to be a
deliberation with different stakeholders. Sometimes different stakeholders
have opinions that matter. This is an example of the organizational power
challenge.The manager from the development team said,We have only one
costumer, but there are multiple parties who are involved in the decision
making Every choice in such a case will lead to resistance and this needs
to be overcome. The development team tries to fill this gap by taking the
lead in this conversation, because they want to keep moving forward in the
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development process. As said by the manager of the development team,We
have the experience in process chain automation and the costumer lacks this
knowledge. This is why we sometimes take charge in this process. This
will result in the initiator not having the power they need to insure this
deliberation happens effectively.

Politics It happens that the software development team has to deal with
politics. These changes are outside the field of influence of the development
team. The team just has to adapt to these changes as it is almost impossible
to change them.

Education A lack of knowledge with the individual that needs to convey
the requirements from the professionals to the software developers, opens the
possibility that the requirements are not set correctly. This will result in
the development of the wrong new feature. To fill this gap the development
team includes users in the development process. The result of this is that
the product owner is not the single point of communication between the
development team and the organization the software is being developed for.

When a new system is being developed, this will result in the changing of
the workflow. A different workflow needs to be explained to the professionals
within the organization and there needs to be training for these professionals
to allow them to work with the system correctly. In order to mitigate this
challenge, training for personnel is organized. However, it still happens that
this new workflow is not followed, this results in errors.

In both cases the lack of knowledge results in the challenges during the
development or implementation that cannot be overcome and thus will result
in the failure of the system.

Project Management Issues Project management issues occur in every
project. There is close contact between the development team and costumer,
so the team is able to handle most issues on its own.

Ambiguous Business Needs and Unclear Vision During the software
development process one of the first steps is to schedule a kickoff for the
issue in question. The goal of this meeting is to clarify any questions about
what exactly needs to be developed. This part of the process is included
to minimize situations where the vision or business needs are not clear.
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The development team adapted its process to ensure this challenge can be
handled.

Security and Privacy The application that is in development needs to
meet rules and regulations regarding security and privacy. The presence of
this requirement directly results in the existence of this challenge.

Finance At the start of the project an agreement between the software
developer and the public organization has been signed. In this agreement
it is stated what is going to be build and how much it will cost. Even with
this agreement the financial challenge exists as new features are added, or
original features are changed. Every time a part of the application is build
that is not part of the original agreement, this will lead to extra costs.

Information Technology The knowledge of hardware is present with
the developers. In the cases where this knowledge lacks, the department
that manages the infrastructure is involved. This department has specific
knowledge on what the consequences of certain requirements are and what
needs to be done in order to make sure the performance of the application
is up to par.

5.2 Expert remarks

The solution is presented to two experts that have worked in software
development for at least 10 years. The goal is to verify the theoretical
results and see if they can be used in practice. The remarks are collected
separately to minimize the chance for bias, in interview results.

5.2.1 General Impressions

The organizational power challenges, can cause major challenges. During
the development there is not one organization that has be taken into account
but multiple organizations. This increases the challenges surrounding
organizational power as there is not one person that has authority in
all organizations. When working with public organizations it is not as
simple as to develop software, as it would be for the commercial sector.
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In a commercial setting there is always a person responsible that has the
power to make decisions. In the public sector this is not the case. In each
organization there are people that have power and their power is considered
legit, even if it is technically not. Thus each stakeholder has to be taken
into account when making decisions.

As the interoperability model finds its origins as a communications
model, it is able to handle multiple responsible persons per layer. The goal
of each layer is to set requirements and thus to set who is responsible. If
this is not one but multiple persons this can be handled.

The inclusion of the organization in the software development process
was thought to be a good solution. Usually the implementation of a new
software system is not thought of as an organizational change. The experts
both thought this was in fact the case. Getting the organization to the
point where this conclusion is shared, is helpful. This shared conclusion
can be the basis of an implementation plan. Numerous theories about how
organizational change works, can be used in this plan.

5.2.2 Points of Interest

The first expert endorses that the flexibility of the interoperability model
with the inherent usefulness of models can help in the successful development
of software for the public sector. One note the first expert gave was
that although the use of models is useful, it is hard to choose the right
model. Each model has it strengths and weaknesses, he would like to have
suggestions on what models to use to set requirements per layer (future
research could take this into account).

The second expert would like to have more specific suggestions on how
the model could be used in collaboration with existing models. It is also
important, what to do when requirements do not have to be set on all
layers. For example, it is possible that a change on the infrastructure has no
influence on the application and thus not on any of the above layers. This
is an addition to how the model should be used. When a change has no
influence on some of the layers these can be excluded in the setting of the
requirements. The decision of if they have influence, needs to be made by
the ones responsible for that layer. For example, in the application layer,
the developer can assess if a change has influence.
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5.2.3 Layers of Model

The experts both thought the layered approach is effective. It enables to
select parts of the model that are useful at that point. The layers in the
model help in effectively steering a conversation. This is useful to ensure
decisions are made. It is easy for a complex conversation to get off-topic.
For example, when talking about how the process works, it is not important
what infrastructure is needed. At that point decisions about the process
need to be made.

5.2.4 Coherence of Model

The step by step usage of the model was thought be a good approach.
The experts agreed that it ensures that every part of the implementation is
discussed. When developing for the public sector there are other suppliers
that have to be taken into account. By not only having the customer and
developers in the model but other suppliers as well, this makes the model
complete. These are all factors that influence the successful implementation
of a software system.

5.2.5 Language Based Approach

The employees from the customer that are included, are not trained in the
use of models. Most models have a certain level of abstraction. By choosing
an language based approach, the ability to explain subjects that are unclear,
is gained. This works both ways, from developers to employees and vice
versa. The experts found this low-threshold very important.
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Chapter 6

Conclusion and Discussion

There are numerous development methods available, some more used than
others. When comparing these theoretical methods with a method used
in practice, the practical method is a combination of theoretical methods.
The development process in practice adapts to what is useful and what
works. While this research only shows the method that is used by one
software development team, this conclusion is in line with the research
form Vijayasarathy[39]. However, the research from Vijayasarathy was not
specific for software development for the public sector. To verify if these
generic results are applicable when developing software for the public sector,
further research is needed to verify this.

The theoretical challenges that exist when developing software for the
public sector where confirmed by the experts. It should be further specified
that these challenges are not necessarily unique to the public sector. Some
of these challenges are found in all types of development processes. The
eight challenges described cause the most failures in developing software.
Therefore it is important to be aware of them, in order to minimize the
impact of these challenges.

In order to overcome these challenges the interoperability model is
introduced. It ensures the needs of the business and the infrastructure
suppliers are taken into account when developing software. The goal is
to have clear communication. It is important for the development team to
know what the needs of the business are and what infrastructure is available.
To set the correct requirements in a certain layer, other models (such as
UML, ORM, Archimate, etc) can be used to help clarify the requirements
that need to be set. This research showed an example that some of these
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models could be used to help set the requirements in a layer. Further
research could be conducted what models could be best used for certain
layers. If this results in a few recommendations of what model to use, this
would increase the chance of this model being used in practice.

Implementing a new system into an organization, changes the processes
within that organization. If a business process changes, this is organizational
change. The implementation of a new system, should be treated as such. At
this point methods describing how to change an organization can be used
to facilitate the change. The users of the system must want the change,
otherwise they will resist it. This resistance could lead to a failure in
implementation. More specifically it enables the users of the interoperability
model to steer the conversation and to identify what subjects need to be
discussed. While the model is not specific on how to give substance to each
layer, this is where its power lies. It can be adjusted to solve the challenge
at hand.

The interoperability model can be added to almost all development
methods. These methods generally describe in what order work needs to
be done and what the goals of each phase are. They do not go into detail on
how the work should be done. The use of the interoperability model is an
example of how work can be done. Adding this model to the development
method will help the development team. It will enable the team to keep
structure during the requirements phase of the project/cycle. This ensures
that the organization and infrastructure suppliers are taken into account.
Thus maximizing the changes for the successful development of the system.
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