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Multi-Factor Authenticatie (MFA)
Trustworthy identification for digital access

These days, logging on with just a username and MFA uses an additional identifier, in addition to a password,
password is too vulnerable. A leaked password can in order to establish with much greater certainty that you
be used by someone other than its rightful owner to  are indeed the only person logging in to your Radboud

log in, often without even being noticed. To better account. The additional identifier is usually an app on your

secure information, Multi-Factor Authentication is mobile phone, which you first need to link to your username

being implemented. (just once) before using it. This linking process is known as
vetting.
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MFA is a way to MFA will become the
authenticate the user standard for (almost)
through more than all applications within

one step when Radboud University.
logging in.

The goal is to ultimately
make access to all Radboud

University applications much
more secure by using
Multi-Factor Authentication.

Through MFA, information
is better secured.

We do not intend for you to have
to log in to every application
individually through MFA. How
exactly it will take shape is still
being worked on.

What is currently being worked on?

We have chosen the same MFA technology that everyone is already familiar with for
Radboud University’'s Microsoft 365 applications. It will only be used for applications for
which you log in with your new Radboud account (fullname@ru.nl). So, we first need to
phase out logging on with our U/S/E number everywhere. This major project (account
consolidation) is already underway. Along with the introduction of MFA, the account
consolidation project has now been embedded in the information security programme,
as it is a prerequisite for the introduction of MFA.
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Log in to an Authenticate You can now Your personal Your account is checked, = Your MFA token
application yourself via access the identity is verified  making it clear that itis is linked to your

the app application you who is using the account

account

You must do this once to link your identity to your MFA token. This
process is known as vetting.

Applications What you'll notice

Currently, there are hundreds of applications that Over the coming weeks, the situation for you, the user, will remain
are potentially eligible for MFA. To stay focused, MFA unchanged. By the end of the year, we hope to have the first ap-
will first be introduced for 20 applications, for which plications (other than Microsoft 365) equipped with MFA. The rest
protection by MFA is the most urgent. The rest will will follow thereafter. MFA requires an extra step when logging in,
follow. Currently, all Microsoft 365 applications which is much needed due to information security but which can
(e.g. Teams, OneDrive) are already equipped with also be experienced as burdensome. To avoid having to repeated-

MFA. ly authenticate yourself throughout the day, we are working on a

Single Sign-On function. This means that for a certain period after
successfully authenticating yourself, you won't have to do it again
for every application. That is because we wish to provide the right
balance between ease of use and security.

Top 20
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