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Privacy statement supplement
Radboud in'to Languages

I. SCOPE OF APPLICATION

This privacy statement supplement applies to the processing of personal data by Radboud
in'to Languages. Radboud in'to Languages is a part of Radboud University. This privacy
statement supplement is to be read in conjunction with Radboud University's privacy
statement. Radboud in'to Languages respects your privacy and ensures that your personal
data is processed in accordance with applicable laws and regulations. In this statement, we
inform you about the way in which Radboud in'to Languages handles your personal data, for
which purposes and on the basis of which principles, how your personal data are processed,
what rights you have when your personal data are processed and who you can contact if you
have privacy-related questions or requests.

.1 What are personal data?
Personal data are information that tells us something about an identified or identifiable
natural person.

1.2 Processing of personal data by Radboud in'to Languages
Radboud in'to Languages processes the following personal data:

1.2.1. From all our students, we process:

Name;

Address;

Postal code and city;

Gender;

Phone number;

Date of birth;

Username (student number, employee number, external account number);
E-mail address;

If taken: the result of an intake test;

10. If taken: the report of an intake assessment;

11. If taken: sound recordings of aural exams;

12. If permitted by the course participants: recordings of online lessons.
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1.2.2 In addition to the data referred to in point 1.2.1, we process the following
personal course participants’ data from subject to the integration
requirement:

1. BSN;
2. Country of birth.
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1.3
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1.2.3 In addition to the data referred to in point 1.2.1, we process the following
personal data of course participants of the NT2 teacher training course:

1. Audio recordings of assessments and final interviews.

1.2.4 We process the following data in the case of our translation, interpretation or
editing service clients::

name;

position and departmental name;

address;

postcode and place of residence;

telephone number;

email address;

source files, such as texts;

texts that have been delivered (translated texts, subtitles and edited texts).
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Objectives of Processing

Radboud into Languages processes the data for the following reasons:

a. To be able to confirm your registration and to correspond about registration, course
dates, times and assessment.

To be able to collect course fees.

To be able to inform you about test results and certification.

For course participants who are obliged to take the Dutch civic integration
examination: to be able to meet the Blik op Werk certification criteria in accordance
with the Civic Integration Act. For these course participants, we exchange information
with DUO and Blik op Werk, If applicable, with the commissioning party (e.g.,
municipality, UAF).
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To be able to grant you access to Brightspace, the digital learning environment of

Radboud University.

g. to be able to provide translation, interpretation or editing services in the case of our
translation, interpretation or editing service clients;

h. to develop translation memories to boost the efficacy with which we execute contracts
in the case of our translation services (this refers to texts and jargon specific to our
clients).

Note: Radboud in'to Languages does not process more personal data than necessary.

Radboud in'to Languages may use your data for marketing purposes and to send you

information about our offer, but only if you have given explicit permission. If you wish to

revoke your previously given consent, you can do so at any time via: privacy@into.ru.nl

Grounds for Processing

Radboud in'to Languages exchanges your personal data on the basis of one of the

following grounds:

a. You have granted us permission to process your personal data; this concerns the
personal data referred to under points 1.2.1 and 1.2.3.

b. The processing is necessary for the execution of a contract to which you are party, or to
take measures at your request prior to the conclusion of a contract; this concerns the
personal data referred to under points I.2.1 and 1.2.3.

c. The processing is necessary to comply with a statutory obligations incumbent upon us:
this concerns the personal data referred to under point 1.2.2.
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The processing of special categories of personal data shall only take place if the
conditions specifically stated in the law have been met, or if one of the grounds for
exception stated in the applicable laws and regulations have been met.

.5 Compulsory or voluntary provision
If we ask for your personal data, we will make clear if the provision of the data requested
is necessary or mandatory and what the (potential) consequences are if the data are not
provided. Our starting point is that we do not process more personal data than necessary
for the purposes described.

1.6 A.Access todata
Within the Radboud in'to Languages organisation, your personal data are processed

exclusively by those persons who are required to do so in order to carry out their duties
and only for the sake of providing the service for which you have consented to the
processing of your personal data.

B. Exchange internally within Radboud University

Radboud in'to Languages may share data of RU employees who take courses at Radboud
in'to Languages in the context of the university Language Policy with Radboud Finance
and Control for the purpose of applying legal provisions.

C. Exchange with Third Parties

It may happen that Radboud in'to Languages shares your personal data with third parties
outside Radboud University in the context of the performance of its tasks, but only if you
have given your prior consent. Radboud in'to Languages will provide your data to the
following third parties in the context of the performance of its tasks:

Personal data of course participants with an integration obligation to:
- DUO

- Blik op Werk

- Panteia

- If applicable, the commissioning party (e.g., municipality, UAF).

Personal data of course participants of the NT2 teacher training course:
- If applicable: UWV

Pursuant to GDPR regulations, we have drawn up data processor agreements with these
parties.

If Radboud in'to Languages shares your personal data with a third party who processes
data under the instructions of Radboud in'to Languages, we will enter into a processing
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contract with that third party, which contract meets the requirements laid down in the
applicable privacy laws and regulations.

Radboud in'to Languages does not provide personal data to third parties who are going
to use the data for their own purposes, unless this is necessary to meet legal obligations
or unless you have given us permission for this.

If a third party outside the European Economic Area should process any personal data,
measures will be taken to ensure an appropriate security level.

1.7 Automated decision-making and profiling
Radboud in'to Languages makes / does not make use of profiling in combination with
automated decision-making.

1.8 Retention Period
Your data is stored no longer than necessary.
If legal retention periods apply to the personal data, we will adhere to them. If statutory
or agreed periods differ, the longest retention period will be used. For example, we are
obliged keep all exam data for at least 5 years and financial data for 7 years.
We keep data of persons obliged to participate in a civic integration programme for 5
years, taking into account the legal integration period and any right to an extension of
that period.
Should you want to have your personal data erased at an earlier stage, this could be done
in certain circumstances. See also the information under the heading “Right of
Rectification and Erasure”.

1.9 Protection of Personal Data
Radboud in'to Languages will undertake all appropriate technical and organisational
measures to protect your personal data against loss or any form of unlawful processing.
Measures that are applied as far as possible in this context include encryption and
pseudonymisation of personal data, encrypted communications, and the handling of
personal data as confidential.
In accordance with Article 25 of the GDPR (privacy by design en privacy by default), we
normally conduct a preliminary DPIA (data protection impact assessment) when
procuring a new application and may conduct another one if necessary (Article 35 of the
GDPR).

The security measures that apply to Radboud in'to Languages are described in Appendix A.
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Il. YOUR RIGHTS

Radboud in'to Languages respects the rights you have under applicable laws and
regulations.
Below we will inform you about these rights and how you can exercise them.

Right of Inspection;
You have the right to see what personal data Radboud in'to Languages processes about
you.

Right to Rectification and Erasure;

Under certain circumstances, you have the right to have your personal data changed or
deleted if the data is currently not or no longer correct, or if the processing is currently not
or no longer justified.

Right to Object;
If we process your personal data on the basis of a legitimate interest or a task of public
interest, you have the right to object to this.

If you object to the use of your personal data to inform you about activities of Radboud
in'to Languages and similar ("direct marketing") processing, we will always honour this
objection. Your data will then no longer be used for this purpose.

If you object to other forms of processing of your personal data, we will check whether we
can approve and comply with your objection. If the interest you have stated outweighs the
interest we have in the processing of your personal data, we will stop processing this data.
If we believe that we have a more serious legitimate interest in continuing the processing
of the personal data, we will explain that.

Right to Restriction;

Under certain circumstances, you are also entitled to restrict the processing of your data.
This means that Radboud in'to Languages temporarily “freezes” the processing of your
data. You can invoke this right while waiting for the assessment of a request for
rectification, if the data should have to be erased because the processing is unlawful but
you should request restriction of processing instead of erasure, if Radboud in'to Languages
no longer requires the data whereas you still need these data for legal proceedings - or the
preparation of legal proceedings - or pending the assessment of an objection.

Right to Data Portability;

If we process your personal data on the basis of your consent or an agreement concluded
with you, you have the right to request that we return this data to you digitally in a
common file format. You are free to then forward that data to another party.
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Withdrawal of consent;

If we process your personal data on the basis of your consent, you often have the
right to withdraw your consent. We will then cease processing immediately.
Consent cannot be withdrawn retroactively. This means that all processing that has
already taken place remains lawful.

I1.1 Exercising the above-mentioned rights
If you wish to exercise one of the above-mentioned rights, you may contact Mr R.
Sarelse, the Radboud University data protection officer, at mijnprivacy@ru.nl.

Radboud University does not charge you for exercising the above-mentioned rights,
with the exception of abuse.

11.1.1 Time limits
In principle, we will respond to your request within a month. Should the answer
to your question or request take more time, we will inform you of this within a
month. Due to the complexity of the requests and/or the number of requests, the
answer period may increase to a maximum of three months.

11.1.2 Identification
For any request, we are permitted to request further proof of your identity. We
do this to prevent us from providing personal data to the wrong party,
unlawfully making changes to the personal data, or processing your data in an
inappropriate fashion. In order to make the processing of your request as
smooth as possible, we ask that you present your ID.

11.1.3 Each request is assessed individually
We would like to point out that the rights described above are not absolute
rights. There may be circumstances that prevent us from complying with a
particular request. We will assess each request individually. If we are unable to
comply with a particular request, we will inform you of this and include the
reasoning for our decision. However, the right to object to the use of data for
direct marketing purposes is absolute. Requests to unsubscribe from any
commercial communications will therefore be honoured in all cases.

I1l. SUPERVISION

1.1 Data Protection Officer
Radboud University has appointed a Data Protection Officer (DPO).
The DPO supervises compliance with the privacy legislation at Radboud University
and advises on privacy legislation. The DPO is independent. The DPO reports directly
to the Executive Board. Furthermore, the DPO is the contact person for questions
concerning privacy, both for you as a data subject and for the supervisor.

Radboud Universiteit §

Privacy statement supplement Radboud in'to Languages_version 2.5_Concept30012026

Liorree

()

MiNe €


mailto:mijnprivacy@ru.nl

For requests regarding the exercise of one of the aforementioned rights, you can
contact the DPO Office by e-mail via: mijnprivacy@ru.nl. If you have any questions or
complaints about this privacy statement or our privacy policy, you can contact the

DPO Office by e-mail at privacy@ru.nl.

1.2 Supervisory Body
Pursuant to privacy laws and regulations, you can also submit complaints to the
national supervisory body, the Data Protection Authority. You can find the contact
details on the website of the Data Protection Authority
(www.autoriteitpersoonsgegevens.nl).
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Appendix A

The following security measures apply to Radboud in'to Languages:

Domain

Technical / organisational measure

Information security policy

Security and data protection.

Radboud University has appointed a Security Officer who is responsible for IT security policy
and the supervision of IT security. Moreover, there is a Security Manager to coordinate and
monitor security rules and procedures.

Security Responsibilities.

Employees' security responsibilities are formally documented and published in an IT security
policy.

Risk Management.

Radboud University periodically carries out risk analyses of the policy and the security
measures taken.

Safe Staff Policy

Confidentiality obligations.

Employees of Radboud University are subject to confidentiality obligations and these
obligations are formally included in employment contracts and/or the Collective Labour
Agreement (CAO).

Security training. Radboud University informs its employees of the relevant security
procedures for protecting (personal) data and their role in this.

Termination.

Access rights are withdrawn in a timely manner upon termination of the employment
relationship, in accordance with the IT security policy.

Management of assets

Inventory of assets.
The Radboud University ICT Service Centre keeps an inventory of all IT equipment and software
in use. Access to the inventories is limited to authorised employees.

Access control

Access Policy

Radboud University applies an access control policy based on a ‘need-to-know’ and ‘least

privileges’ principles.

Access authorisation

- Radboud University implements and maintains an authorisation management system that
controls access to systems containing customer data.

- Each individual who has access to systems containing personal data has a separate, unique ID
/username and login code.

- Radboud University restricts access to personal data to those persons who need such access
to perform their function.

Authentication

- Radboud University uses SURFconext or other standards that meet industry standards to
identify and authenticate users for access to Radboud University's network or information
systems.

- If authentication mechanisms are based on passwords, Radboud University requires that
passwords are sufficiently strong.

- Deactivated or expired IDs / usernames are not assigned to other persons.

- Radboud University takes safeguards to guarantee the confidentiality and integrity of
passwords when they are assigned and provided, and during storage.

Network access.

Radboud University implements the necessary control measures (e.g. firewalls, security

appliances, network segmentation) that offer a reasonable degree of certainty that access to

the network is adequately protected.
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Domain

Technical / organisational measure

Security of business activities
(operational security)

Data recovery

Radboud University makes backups of personal data for recovery purposes on a periodic basis,
but never less frequently than once a week (unless no data was updated during that period).
Malware.

Radboud University conducts anti-malware checks to help prevent malicious software from
gaining unauthorised access to personal data.

Security updates.

Security updates are monitored and installed according to a documented patch management
process.

Communication
security

Transfer

Radboud University uses encryption when sending personal data.

Information transfer.

Transfer of personal data to third parties only takes place after entering into a formal written
agreement or establishing a legal obligation. Where necessary, permission is also requested
from those involved.

Management of IT security
incidents

Incident response.

Radboud University maintains a register of security breaches with a description of the breach,
the time, the consequences of the breach, the name of the reporter and of the individual(s) to
whom the breach was reported.

Notification of incidents.

In the event of an IT security incident that impacts the confidentiality or integrity of personal
data, Radboud University will, without unreasonable delay, inform the responsible person (as
described in the agreement).

Business continuity

Disaster recovery.

Radboud University maintains a disaster recovery plan, including for the data centres where
Radboud University's IT systems are located which process data.

Redundancy.

Radboud University's redundant storage and data recovery procedures are designed with the
aim of restoring data to its last backup status before the time when it was lost or destroyed.
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